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Cybersecurity Through Human Behaviour

Cybersecurity 
Through Human 

Behaviour
E X E C U T I V E  S U M M A R Y

This research analyzed a wide range of essential behavioural aspects surrounding cybersecurity 

themes to determine which techniques may result in better cybersecurity practices and extend 

the time frame that training is effective. There are several factors in training that influence the 

practice of cybersecurity, including frequency of training, how employees are motivated, and if 

they are aware of the impacts of cybersecurity threats. Focus group interaction was leveraged to 

explore and clarify participants’ experiences regarding their cybersecurity training. It aimed to 

provide focused and concise research based on experiences with cybersecurity training. Focus 

groups were assembled demographically diverse to lead a guided discussion about questions 

and succeeded in collecting data on employees’ behaviours, perceptions, beliefs, and views 

regarding cybersecurity and training.

After conducting focus groups to gauge behaviours surrounding cybersecurity training and 

practices, seven themes were identified.

1. There was a large variety in terms of what training was offered and available. Some 

employees only received basic on-board training while others had trained in advanced 

mitigation and prevention techniques more consistently.

2. There is little to no incentivisation for the practice of cybersecurity. 

3. There is little communication when employees do well, thus, little to no reinforcement of 

that behaviour. 

4. The frequency of training can range from only once during orientation or every few months.
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5. Most participants felt they had above average knowledge in cybersecurity. Those that felt 

they had average or below average knowledge specified they may need more training.

6. There is occasionally a disconnect between employees and senior management, 

especially if senior management often changes and the new managers are not always 

made aware of the training or initiatives.

7. Some employees felt that cybersecurity would be handled by others, such as the security 

or IT teams. They preferred to focus on their jobs and felt that cybersecurity training would 

impede on their time, making it difficult to complete tasks while following regulations.

R E C O M M E N D A T I O N S

Five recommendations to improve compliance with cybersecurity training emerged from the 

responses and the literature. These recommendations are expected to increase long term 

compliance with cybersecurity practices.

1. Have shorter but more frequent intervals of cybersecurity training.

2. Improve communication of cybersecurity training and provide follow up to positively 

reinforce behaviour.

3. Incentive good cybersecurity practices.

4. Encourage leaders and supervisors to be involved in cybersecurity training and practices.

5. Ensure cybersecurity security programs consider the workload of the employee.



Introduction

1 Introduction

According to a recent ISACA State of 
Cybersecurity report (2021), the top five forms 
of cyberattacks experienced were social 
engineering (14%), advanced persistent 
threats (10%), ransomware (9%), unpatched 
systems (8%) and DDoS (8%). Organizations 
have responded to these cyber threats by 
increasing the security measures performed 
by employees. Security has become 
additional daily tasks for employees, such 
as managing complex passwords. These 
measures can be viewed as an obstacle 
which causes misunderstanding or neglect of 
important cybersecurity practices (Pfleeger 
& Caputo, 2012). Making this state even 
more challenging is the complicated and 
technical nature of cybersecurity problems. 
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For example, a study on phishing detection 
found that less than 1% of people could 
successfully detect 100% of phishing attacks 
(Iuga, Nurse & Erola, 2016). The problem 
of improving cybersecurity behaviours 
appears to be a complex and difficult one. 
Understanding the difficulties of effectively 
incorporating people into cybersecurity 
processes is key to reducing risk.
This report will investigate cybersecurity 
behaviours and the current practices 
employed to improve them. It will examine 
various factors related to cybersecurity 
behaviour as identified in the scientific 
literature. This will include aspects of privacy, 
law and individual human behaviour and 
training that are important to cybersecurity. 
The report will then report on the findings of 
a focus group study into the issues relevant 
to cybersecurity behaviour in Canada. The 
report will conclude with recommendations 
for the improvement of interventions 
aiming to reduce the risks associated with 
cybersecurity behaviour.



Vulnerabilities
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2 Vulnerabilities That Cre-

ate Cybersecurity Risks

2.1 Human Behaviour
A meta-analysis examining 95 research 
articles by Cram, D’arcy and Proudfoot 
(2019) focuses on human-centric factors 
as determinants of cyber-security 
hygiene in an organizational setting. 
The general cybersecurity behaviours 
included policy compliance, hygiene, and 
phishing detection ability. It was found 
that organizational factors were also 
important and could influence employee 
cybersecurity behaviour (Cram, D’arcy & 
Proudfoot, 2019). This article’s factors were 
examined and combined with various and 
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more recent literature to determine what 
may influence cybersecurity behaviour. We 
present the internal and external factors that 
influence both general and specific forms of 
cybersecurity behaviour.

2.1.1 Internal Factors
Some factors are internally based and 
subjective, predominantly psychological 
influences of poor cybersecurity behaviour. 
These are referred to as internal factors. The 
first internal factor is an individual’s attitude 
toward cybersecurity. It is one of the stronger 
predictors of cybersecurity compliance 
behaviour (Cram et al., 2019). An attitude 
with a devolved sense of responsibility is 
a sense of detachment from one’s role as 
it relates to cybersecurity, either directly or 
indirectly (Hadlington, 2018). For example, 
an accountant within an organization may 
think their role only includes accounting-
related activities and perceive that there is 
no overlap with cybersecurity. Individuals 
with this attitude often think of cybersecurity 
as someone else’s responsibility (i.e. the 
security/privacy team). This type of attitude 
can result in risky cybersecurity behaviour 
(Hadlington, 2018). However, it is not the only 
internal factor, as shown below.

 ❗ Prior Experience with cybersecurity in 
a negative way, such as an invasion of 
privacy, hacking, attacks, or breaches 
motivates the development of cyber 
hygiene habits to protect against those 
types of attacks (Collins & Hinds, 2020).

 ❗ Self-efficacy is an individual’s perception 
of their own ability to engage in good 

cybersecurity behaviour. It yields a 
positive effect on learning outcomes 
(Kam et al., 2021) and influences good 
cybersecurity practices (Donalds & Osei-
Bryson, 2020), when employees perceive 
that they are capable of performing 
cybersecurity skills.

 ❗ Perceived ease of use and perceived 
usefulness are also shown to influence 
security policy compliance. If employees 
perceive cybersecurity as being easy to 
comply with, or it may enhance their 
job performance, they are more likely to 
comply (Cram et al., 2019).

 ❗ Low levels of awareness and knowledge 
of policy, the specific technical nature 
of cybersecurity, digital hygiene best 
practices, or a combination of these 
could result in lower performance of 
cybersecurity behaviour (Donalds & 
Osei-Bryson, 2020).

 ❗ Threat severity from the perception of 
the employee may have an impact on 
their actions related to that particular 
cyber-related threat. For instance, if an 
employee views improper credential 
management as a serious threat to the 
security of the organization, then they 
are more likely to take action to prevent 
it (Collins & Hinds, 2020).

 ❗ Personal norms and ethics influence 
cybersecurity hygiene. Employees that 
have a strong sense of norms and ethics 
in relation to security are more likely to 
practice good cybersecurity behaviour at 
work (Cram et al., 2019).

 ❗ Normative beliefs refer to an individual’s 
perception towards how others (which the 
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individual cares about) think they should 
or should not engage in a particular 
behaviour. In the case of organizational 
cybersecurity, it has been shown to be 
one of the strongest determinants of 
good cybersecurity policy compliance 
(Cram et al., 2019). When an organization 
fosters these beliefs, it can increase 
policy compliance and lead to better 
security behaviour.

2.1.2 External Factors
In addition to these endogenous factors, 
the academic and grey literature also 
identifies 6 exogenous factors that impact 
cybersecurity behaviour.

 ❗ Peer behaviour plays a role in promoting 
positive cybersecurity behaviour. When 
employees see their fellow employees 
engage in good cybersecurity behaviour, 
they may take that as a cue, and adopt 
similar practices (Collins & Hinds, 2020). 

 ❗ Organizational cues to action refer to 
the cues provided by organizations to 
encourage a particular behaviour. These 
cues may be in the form of posters 
reminding employees of cybersecurity 
policies or practices (Li et al., 2019). 

 ❗ Organizational support reflects 
the degree and extent to which the 
organization provides resources to 
their employees such as training and 
education, and technological support. 
This support has been identified as 
positively influencing cybersecurity-
related behaviours (Cram et al., 2018). 

 ❗ Punishment expectancy refers to the 
expectation an employee has regarding 
the cost of non-compliance with 
organizational cybersecurity and has 
been shown to be of minor influence on 
security policy compliance behaviour 
(Cram et al., 2019). If an employee 
expects and knows they will likely be 
reprimanded for failing to comply, they 
are still more likely to comply with 
organizational policy requirements.

 ❗ Punishment severity refers to the extent 
to which an employee will be published 
for failing to comply with organizational 
security policy, and has been shown 
to influence policy compliance and 
violation behaviours (Cram et al., 2019). 
However, more recently, human-centric 
cybersecurity experts and consultants 
have tended to focus on more positive 
reinforcement aspects, rather than 
punitive measures as they tend to be 
more effective in increasing employee 
compliance (He & Zhang, 2019; Taylor-
Jackson et al., 2020).

 ❗ Rewards are a factor that can reduce 
cyber-related vulnerabilities. Research 
emphasizes that training should be 
accompanied by positive reinforcement 
and empowerment (He & Zhang, 2019; 
Taylor-Jackson et al., 2020). When 
organizations offer incentives such as 
rewards for complying or going above 
and beyond company security policy, it 
leads to better compliance (Cram et al., 
2019).  
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2.2 Privacy & Cybersecurity
Many of the challenges for cyber security 
are related to privacy and data protection. 
Personal information is regularly processed 
and stored via digital and connected media. 
Hence, it is vital to keep in mind that privacy 
protection and cybersecurity are interlinked, 
as privacy is increasingly dependent on 
organizations successfully implementing 
cyber security measures. Consequently, 
privacy depends heavily on the successful 
application of cybersecurity measures. 
Personal privacy can be understood as the 
right of individuals to maintain control of 
the confidentiality of, and consequently 
access to, information about a person. More 
broadly, the National Institute of Standards 
and Technology (NIST) defines privacy as 
“assurance that the confidentiality of, and 
access to, certain information about an entity 
is protected” (NIST, 2022). Understanding the 
approaches and limitations to the exercising 
of the right to privacy can provide insight 
into the broader issues of cybersecurity-
related behaviours.
Individuals express concern that they may 
be affected by a cyber breach, showing how 
cybersecurity and privacy are connected. 
Hence, individuals are getting more conscious 
about how their privacy is handled. For 
instance, the Office of Privacy Commissioner’s 
2020-21 Survey states that 40% of Canadians 
stopped doing business with a company 
that experienced a privacy breach, which 
seems to indicate Canadians would support 

improvements in how organizations treat 
information security and their response to 
breaches.
As a preventative and proactive method, the 
Privacy by Design approach aims to anticipate 
and stop attacks before they happen 
(Cavoukian, 2012). The approach provides 
data protection through the technical design 
of systems as a flexible and scalable model 
that holistically addresses cybersecurity and 
privacy control aspects from the beginning 
to mitigate risks and vulnerabilities. Among 
its principles, Privacy by Design advocates 
positive-sum solutions, setting privacy as 
the default and empowering user choice 
(Cavoukian, 2011). However, the concept is 
still ambiguous, which leaves many questions 
about how it could be best applied to technical 
infrastructures (van Rest et al., 2014). There 
is uncertainty about what privacy by design 
means and how one can implement it (van 
Rest et al., 2014). Furthermore, technology is 
constantly changing, and cyber-attacks are 
continuously evolving, making it difficult to 
establish best practices for its application.

2.3 Privacy Paradox
In numerous studies comparing privacy 
concerns with security actions, it has been 
found that being concerned about privacy 
does not appear to have an impact on 
behaviour, this phenomenon is named the 
‘privacy paradox’ (Dienlin & Trepte, 2015). A 
variety of explanations and theories have 
been posed as potential solutions to the 
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paradox spanning a variety of disciplines 
including economics, sociology and 
psychology (Kokolakis, 2017). The privacy 
paradox may happen due to the illusion 
that companies and online platforms have 
already taken all necessary precautions 
or users’ poor understanding of privacy 
and cybersecurity (Dienlin & Trepte, 2015). 
Other explanations for the paradox include 
economic calculus trade-off for benefits and 
drawbacks of disclosure, social influence, 
psychological biases and heuristics 
information asymmetry and a lack of digital 
privacy literacy (Kokolakis, 2017).

2.4 Privacy Fatigue
One factor that causes vulnerabilities in 
cybersecurity is known as ‘privacy fatigue’, 
which can impact privacy behaviour (Choi et 
al., 2018). Despite users’ attempts to protect 
their data, there is still an increasing 
number of breaches. This leads to a belief 
that regardless of what they do to protect 
themselves, it is in vain, resulting in a feeling 
of apathy and exhaustion (Choi et al., 2018).

2.5 Law and Cybersecurity 
Behaviour

The interface between human behaviour, 
cybersecurity and law is an important 
matter to be considered when researching 
cybersecurity vulnerabilities. Laws aim 
to change and govern human behaviours 
positively. (Bilz & Nadler, 2014) The absence 

of regulation regarding cybersecurity might 
be a cause that increases the careless 
behaviour of users and employees, creating 
an image that employees will not have 
liability. However, laws might be leveraged 
to consider careless and inattentive cyber 
security behaviours as acts where an 
employee cannot exculpate herself by 
showing that they were free of fault (The 
City of Sault Ste. Marie v. Her Majesty the 
Queen, [1978] 2 SCR 129). Regulation can 
provide standards for behaviour and assist 
with more appropriate assessments of risk 
where organizations and individuals may 
not adequately incorporate harms to third 
parties, the general public or national 
security. For example, Bill C-26 introduces 
the Critical Cyber Systems Protection Act 
(CCSPA), which will help organizations 
and individuals better understand 
the importance of cybersecurity risks 
(Government Introduces New Legislation to 
Protect Canada’s Cyber Security, n.d.).
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The improvement of cybersecurity is 
generally based around cybersecurity 
awareness and best practices (Canadian 
Centre for Cyber Security, 2018), which 
are designed to ensure that participants 
are aware of cyber threats, concerns, 
and their responsibilities. Cybersecurity 
programs include the development and 
implementation of cybersecurity policies, 
particularly in the form of training and 
awareness activities that allow users to 
learn about vulnerabilities and how to 
respond to them. 
Cybersecurity efforts can be directed at 
the concerns at an organizational-level 
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and an individual-level. Organizational-
level vulnerabilities are connected to 
an organization’s business strategies 
and operations, i.e., company culture, 
business priorities, type of market, policies, 
recruitment, training, and standard 
procedures. Individual-level vulnerabilities 
are specific to an employee and more 
apparent at an operational level, i.e., age, 
gender, position, skills, and knowledge.
Cybersecurity training programs help mitigate 
organizational level and individual level 
vulnerabilities for the four following reasons:

3.1 Reinforcing Cybersecur-
ity in Corporate Culture

To achieve a successful cybersecurity 
defence strategy program, firms need to 
ensure that their workforce is able and 

willing to identify and report cyber threats. 
A workforce will be more willing to report 
a cyber threat if the firm adopts a culture 
that promotes cybersecurity as a priority. 
A culture promoting cybersecurity can be 
defined as: “perceptions and attitudes that 
are accepted and encouraged to incorporate 
information security characteristics as how 
things are done in an organization” (Da Veiga, 
2007, p. 362). In other words, for cybersecurity 
programs to achieve their intended goals, 
they need to be framed within a corporate 
culture that internally prioritizes good 
cybersecurity procedures and behaviours in 
the day-to-day of an employee.

3.2 Enabling the Workforce 
to Combat Cyber Threats

A workforce will be better able to identify a 
cyber threat if the company provides adequate 
cybersecurity training and supervision. In 
fact, “when users were educated […] and 
trained about proper security practices, their 
behaviour could be changed to enhance 
online security for themselves and the 
firms where they are employed” (McCrohan 
et al., 2010, p. 23). In addition, cybersecurity 
programs need to follow dynamic cybercrime 
trends and promote continuous learning, as 
“cybersecurity is a highly dynamic field that 
requires constant learning and upskilling” 
(Deloitte, 2017, p. 35).

1. They reinforce a culture that 
embraces the importance of 
cybersecurity.

2. It enables a workforce to ad-
dress cyber or potential cyber 
threats.

3. It sets practice standards com-
pany-wide and promotes active 
participation.

4. They target specific individual 
characteristics by understand-
ing employee-specific behavior.
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3.3 Practice Standards and 
Active Participation

A cybersecurity program will help mitigate 
cyber vulnerabilities by setting a baseline 
in terms of standard practices and 
compliance. Awareness of how and why 
things are done is essential to cybersecurity 
programs. An issue that often comes up in 
a top-down solution is its incompatibility 
with frontline work. Problematically, often 
“decisions about security policies and how 
to implement them are made from a security 
perspective, with little to no consideration 
of the impact on individual employees going 
about their daily work tasks” (ENISA, 2018, p. 
26). If cybersecurity programs have difficulty 
coexisting with operational/tactical 
needs and expectations, they are less 
likely to be successful. Sasse and Flechais 
(2005) emphasize that it is important to 
have all stakeholders in the process of 
designing and reviewing security systems 
to identify appropriate policies and usable 
mechanisms. Therefore, management and 
leadership must be actively implicated in 
cybersecurity programs.

3.4 Targeted Behavioural 
Training

A well-designed security program and 
effective follow-up will help mitigate 
vulnerabilities that individuals cause 
due to their age and gender (Iuga et al., 
2016) or their personal experiences such 

as privacy fatigue (Choi et al., 2018) and 
lack of security knowledge (Hadlington, 
2018). According to the Canadian Center 
for Cybersecurity (2018) and the National 
Institute of Standards and Technology (Stine 
et al., 2020), there is a growing emphasis 
on user-centric cybersecurity training as 
cybercriminals constantly exploit human 
behaviour. Understanding human behaviour 
is fundamental in mitigating cybersecurity 
risks rather than focusing on technology 
alone (Pfleeger & Caputo, 2012). Incorporating 
behavioural science into awareness and 
training programs will allow organizations 
to focus on the behavioural aspect of what 
makes individuals vulnerable.
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4 Training Towards          

Habitual Cyber Hygiene

Little is known about the long-term effects 
of cybersecurity training (Hwang & Helser, 
2022). At present, employee non-compliance 
remains an issue within organizations, 
even for those investing in cybersecurity 
training and awareness. Therefore, the 
disconnect between what an employee 
learns regarding cybersecurity, and what 
they carry out, could be partly based on 
behavioural mechanisms. Researchers have 
identified specific behavioural techniques 
that organizations have incorporated 
into cybersecurity training to develop 
successful security behaviours (Taylor-
Jackson et al., 2020). In addition, there are 
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studies on habits (Collins & Hinds, 2021) 
and memory recall (Ortega-Castro & Vadillo, 
2013) which aid our understanding of long-
term compliance with cybersecurity hygiene. 
When taken together, these different facets 
may be applied to extend the timeframe with 
which employees comply with their training. 
A first look into the behavioural aspects of 
cybersecurity suggests that for a program 
to achieve long-term impacts on employee 
cybersecurity hygiene, no single technique 
can be implemented successfully for all 
employees. The underlying mechanisms by 
which employees will absorb and implement 
cybersecurity practices depend on various 
factors based on behavioural psychology.

4.1 Personalized Training
Since cybersecurity may be improved with 
the help of specific behavioural techniques, 
the training of employees should be 
personalized to achieve the greatest results. 
This is because differences in current 
behaviours and cybersecurity awareness 
may require different levels of training. 
Research has identified that by assessing 
individual comprehension and attitudes 
towards cybersecurity, training may then be 
personalized based on the needs of each 
employee, rather than a universal training 
method which may not be appropriate for 
each employee (He & Zhang, 2019; Heller, 
2020; Ashford, 2018; Taylor-Jackson et al., 
2020). Further, when employees perceive 
that they can develop cybersecurity skills, 

they are more likely to continue developing 
cybersecurity skills (Kam et al., 2021). Having 
training that is personalized for an employee’s 
level may foster a greater perception of their 
ability to learn, thus aiding in favourable and 
sustained learning outcomes.

4.2 Positive Reinforcement
In addition to personalized training, 
positive reinforcement and empowerment 
after training will encourage successful 
cybersecurity behaviour in the future (He & 
Zhang, 2019; Taylor-Jackson et al., 2020). The 
use of punishment or fear should be avoided, 
when possible, as when individuals receive 
positive reinforcement for bringing up 
instances of a miscarriage of cybersecurity 
practices and were further aided in how to 
act in future cases, they are more likely to 
absorb such information and have success 
handling future cybersecurity instances 
(He & Zhang, 2019; Moramarco, 2022; Heller, 
2020; Ashford, 2018). By implementing 
reinforcement, especially when reporting 
past failures, employees are likely to feel 
they can achieve successful cybersecurity 
behaviours in the future (Moramarco, 2022). 

4.3 Ongoing Practice and Up-
dated Threats

Cybersecurity training should be continual 
and adapt based on current cyberattack 
trends. By consistently implementing training 
sessions and updating these methods based 
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on current threats, employees are more 
likely to identify what may be a threat and 
remember what they should do in that 
instance (Moramarco, 2022; ENISA, 2018; 
He & Zhang, 2019). Moreover, by providing 
training on an ongoing basis, employees 
are more likely to be primed for these 
situations, which may continually aid good 
cybersecurity behaviours.

4.4 Active Training
Likewise, employees should have 
opportunities to practice their training 
and actively participate. Either through 
simulation or other means, active 
participation should be preferred over rote 
memorization to allow employees to build 
necessary skills, which aids in changing 
behaviour (Moramarco, 2022; ENISA, 2018; He 
& Zhang, 2019; Heller, 2020; Ashford, 2018). 
However, while active learning is superior, 
simulation tests alone may not be the 
best option for building and remembering 
relevant skills (ENISA, 2018), and other 
methods should be employed alongside 
simulation tests. Gamified training can 
increase engagement when there is a 
clear goal in mind which is achievable by 
the individual (Hwang & Helser, 2021). The 
use of game type training (gamification) or 
competitions provides internal motivation if 
it is fun to the user or they find enjoyment 
in the game (Hwang & Helser, 2021). 

4.5 Energy Saving
Training that provides easily applied 
mechanisms to counter threats is more 
important than mere simulation tests 
because these mechanisms allow for the 
behaviour to be easily and consistently 
applied (He & Zhang, 2019; ENISA, 2018). 
Requiring employees to remember a 
complex set of tasks to complete simulation 
tests could hinder the formation of that 
behaviour (He & Zhang, 2019; ENISA, 2018), 
because of the difficulties in relevant 
memory recall (Ortega-Castro & Vadillo, 2013) 
and additional effort for the employees on 
top of their primary tasks (Collins & Hinds, 
2021). Practicing cyber hygiene should only 
require the minimum effort necessary by 
using reminders, visual aids, and automatic 
updates when possible (Collins & Hinds, 
2021).
Dealing with tests and threats should 
not require all employees to spend 
an exorbitant amount of time carrying 
out these tasks, where they would lose 
valuable time fulfilling their main duties. 
Cybersecurity hygiene should easily fit into 
the employee’s workflow; If cybersecurity 
costs employees time managing their 
regular duties, they may favour productivity 
over cybersecurity, thus failing to prevent 
any potential threats (ENISA, 2018). Specific 
cues, such as cybersecurity posters, can be 
used to prompt individuals to recall training 
(Collins & Hinds, 2021; Ortega-Castro & 
Vadillo, 2013), which may then encourage 
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employees to act on their cybersecurity 
training. Reinforcing outcomes to certain 
cues can reinforce memory from training and 
actions in response to those cues. If training 
can motivate employees to start practicing 
good cyber hygiene, practice and awareness 
can ingrain these actions into a habit.

4.6 Experiences and Exam-
ples

Lastly, real-life examples or experiences 
of attacks, actions, and consequences can 
provide users with awareness of their roles 
in preventing cyberattacks, thus helping 
in habit formation (Collins & Hinds, 2020). 
Additionally, since not all employees will 
experience a cyberattack, this lends support 
to organizations by providing employees 
with real-life examples to illustrate the 
damages that have occurred and how the 
consequences affected various individuals.
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5 Focus Group Study:         

A Qualitative Analysis

The purpose of this study was to gauge 
behaviours surrounding cybersecurity 
training and practices within privately 
owned organizations and a government 
department. To accomplish this, interviews 
with current employees within these 
organizations about their training and 
experiences was considered to be most 
appropriate. By conducting focus groups 
with these individuals, we would be able to 
capture in-depth employee perceptions and 
knowledge of cybersecurity.

Fo
cu

s 
G

ro
up



-021

Cybersecurity Through Human Behaviour

5.1 Methods

5.1.1 Participants
The sampling method was a combination 
of convenience and purposeful sampling. 
Participants were recruited via their 
respective establishments, in which each 
organization was emailed with a request to 
gather the email addresses of interested 
employees. Being that cybersecurity 
practices may differ depending on an 
employee’s role, it was requested that 
employees be recruited from different 
departments to gather information with 
a variety of differing experiences. This 
sampling procedure generated a total of 
27 current employees, from one privately 
owned organization and various Canadian 
government departments, willing to take 
part in the study.

5.1.2 Focus Groups
A schedule was created by the researchers 
to suit the availability of participants, and 
focus groups were hosted over Zoom. A 
total of six focus groups were scheduled 
within a two-week period, with each group 
lasting no longer than 90 minutes. Each 
focus group was facilitated by two or three 
researchers to ensure that researchers 
could take appropriate notes, handle any 
technical issues, and run the meeting 
smoothly. Along with the Zoom link for 
each focus group, participants were 
provided detailed information about their 

privacy rights in relation to taking part in 
the study. In addition, at the start of each 
focus group, participants were read a script 
about confidentiality, and asked to keep 
their cameras off during the meeting and 
to change their screen names during the 
meeting to ensure anonymity. Moreover, 
each participant provided verbal consent 
to have the conversation recorded and 
analyzed. Each focus group was recorded and 
transcribed using Zoom software, and only 
shared with those researchers within the 
team. A total of five main research questions 
were posed in each focus group, however, 
since focus groups were meant to be semi-
structured, additional questions would arise 
naturally from the conversations, which 
may have differed between groups (see the 
Appendix for a list of questions used).

5.1.3 Analysis
Data was analyzed using an inductive 
thematic analysis approach, meaning, 
transcripts were read in their entirety to 
identify any patterns of information that 
appeared and categorized accordingly. This 
process was completed by three researchers 
to ensure information was categorized 
appropriately, and to aid in inter-rater 
reliability. Following this, categories were 
compiled into major themes found within 
the data. Themes were created and reviewed 
by the three researchers in order to ensure 
the validity of the analysis.
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5.2 Results
Cybersecurity themes and patterns emerged 
from the focus groups, in which participants 
spoke about their training, concerns, and 
constraints. Following the inductive coding 
process of the six focus groups, 31 codes 
were created, encompassing a total of 
291 references. Codes were then further 
categorized according to eight main themes 
that were identified within the data (a 
breakdown of themes and codes can be 
found in Table 1). 

5.2.1 There are a variety of meth-
ods used for cybersecurity train-
ing.

There was some variation in the source 
of training, some training was conducted 
internally, while other training was 
conducted through external third parties. 
What was consistently found throughout 
most focus groups was training through 
phishing simulations. While some employees 
mentioned training that would occur 
during onboarding into their new position, 
others discussed how training came with 
a dashboard that aided in tracking their 

Themes Code

There are a variety of methods 
used for cybersecurity training

Third party training; Types of training; Training; Interactive 
training; Lack of formal training; Passive education; 
Certification of Training; Training Length; Training with 
phishing simulations; Duality of cybersecurity

There is rarely incentivisation 
for cybersecurity

Incentives; Risk management

Lack of communication about 
training

Accessibility: Resources provided by organization

Frequency of training varies and 
differs depending on remote or 
in-person training

Training frequency; Work from home; Remote training

Differences in cybersecurity 
knowledge and sense of security

Self-thought; Sense of security on work on the computer; 
Victimization; Personal knowledge

Learning from leaders Lack of supervision; Government led initiative; Senior 
management

Devolved Sense of 
Responsibility/Conflict With 
Regular Work Obligations

Sense of Devolved Responsibility; Constraint

Other findings Cybersecurity technology; Main cyber threats; Privacy; 
Dynamic cyber threats; Recommendations for 
improvement

Table 1. Breakdown of themes and codes identified in focus group interviews
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progress through training modules. While 
there are a variety of methods for training 
that may be successful, participants in the 
focus group expressed that training was 
often limited, not mandatory, or effective. 
Overall, phishing tests were found to 
be more effective, as some participants 
expressed that after having been caught, 
they were likely to be extra vigilant in the 
future. In addition, some participants noted 
that with phishing tests, they could often 
check if a test had been sent out, in order 
to properly respond to the email, such as in 
the following quote:

“If we receive something 
and we’re not sure if it’s a 

simulation, we’re able to go on 
the dashboard, see if we were 
sent something, it’s like oh ok 
and then go back and submit 
as a fish. I know a few people 
who do that, and it may open 
us up to actual risks later on, 

where it’s a real fishing request, 
we go, we don’t see it in the 

dashboard, so we click on it.”
In addition, some external employees 
who were contractors expressed that 
they received no formal training, despite 
having access to internal systems at these 
organizations.

5.2.2 There is rarely incentivisa-
tion for the practice of cyberse-
curity

One of the findings related to the training 
and practice of cybersecurity, was that 
organizations are not regularly implementing 
any type of incentivisation for employees. 

“[I]t’s more the stick approach 
rather than the carrot but 

no I’m not familiar with any 
incentives…”

Further, employees are seemed to be 
expected to take care of very different levels 
of risk management. The consensus around 
this topic was that employees are expected 
to take part in training and execute good 
cybersecurity practices as part of their 
job, based mostly on their internal desire 
to learn and apply good cybersecurity. 
Moreover, while some individuals suggested 
that there are negative consequences for 
failing to comply with organizational policy, 
the disincentives amounted to little more 
than a slap on the wrist, which in turn does 
not generally result in an improvement.

5.2.3 Lack of communication 
about training

While cybersecurity training seems to be 
taking place at varying levels within these 
organizations, we found that communication 
about training or cybersecurity-related 
practices is not always being fully circulated 
to all employees. As one participant stated:
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“How do you know if what 
you’re doing is right or wrong, 

you know… I think it’s that, that 
feedback [is] right and so again 

like a high-level perspective.”
This delay in or lack of presentation of 
current practice or training opportunities was 
found to be a difficult obstacle for most of 
the employees interviewed, and was echoed 
across different departments. Moreover, 
much of the communicated material that is 
circulated throughout these organizations 
was optional, with no guarantee that the 
information once distributed, would be 
consumed. One employee suggested that 
their security team would consider it to 
be a successful campaign if even 20% 
of employees fully read through their 
material. Some participants indicated that 
there were substantial challenges with 
even communicating basic messages about 
cybersecurity awareness or training. For 
instance, one employee reported that despite 
receiving frequent email communication 
about non-work-related external activities 
including wellness training and gardening, 
they had to fight with their communication 
team to simply get a monthly email regarding 
cybersecurity awareness.  

“I get in my inbox, now, a weekly 
email on how to effectively grow 

a garden. I get emails every 
day on wellness on identity, on 
National Day, national that day, 
national this month; and I have 

to fight to get a message out 
once a month or once a quarter 
about security cyber security.”

5.2.4 Frequency of training varies
Similar to previously identified themes, the 
frequency with which training was required 
by employees varied. 

“[O]ur [cybersecurity] 
training isn’t necessarily even 

though I work specifically 
in cybersecurity. It’s not… 

mandated that I need to take 
cyber security training…”

“So we now do spearphishing 
four times a year.”

While some employees referenced training 
occurring every several months, some noted 
that training had only occurred once, annually 
or sometimes semi-annually and there was no 
further follow-up. Furthermore, information 
about training was often distributed by email, 
which may not be caught by every employee, 
or easily disregarded. As stated in one of the 
focus groups, the problem with emails about 
training is that there are numerous emails 
vying for the employee’s attention every 
day, however, employees are busy and have 
other tasks to do. So, while the information 
on cybersecurity is available, as was stated 
by participants, it requires the employees’ 
time and energy to find the email and read 
it. In addition, focus group participants often 
voiced that there was a lack of follow-up for 
cybersecurity training, and that even when 
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there is follow-up, the majority of people 
still do not engage with training.

5.2.5 Differences in cybersecurity 
knowledge and sense of security

There was a large range between 
participants in their sense of their own 
personal knowledge and capability related 
to cybersecurity. While the majority of 
participants claimed to have a higher-than-
average knowledge of cybersecurity, in these 
instances the individuals either worked in 
security or had a personal interest in the 
topic of cybersecurity and so had taken it 
upon themselves to learn: 

“But I would say that a lot of 
it’s, you know, doing a lot of my 
own research and seeing kind 

of things in the field, I wouldn’t 
expect…you know the average… 
worker to be as knowledgeable 

on cybersecurity.”
Otherwise, depending on their contacts 
in the organizations, some participants 
claimed they were privy to specific 
cybersecurity information that is not being 
broadly shared. In contrast, those who 
claimed to have average or below average 
knowledge of security specified that they 
would need more training than which they 
had been given, especially since they did 
not have any background in cybersecurity. 
Otherwise, participants stated that they 
were careful about most things and 
generally knowledgeable, yet did not claim 

to have a greater-than-average knowledge 
about cybersecurity. This finding suggests 
that employees are at differing levels 
when it comes to cybersecurity skills, and 
therefore a more personalized approach 
could work best with training within these 
organizations.
Further, even with the different levels 
of knowledge of cybersecurity, most 
participants had not been a victim of a 
cyberattack personally, with only a couple 
of reports of victimization across all focus 
groups. However, one thing to note was 
the perceived sense of security with work 
computers, with one participant stating 
that they think there are specific security 
mechanisms on their work computers that 
they are unaware of, making them feel more 
protected while at the workplace.

5.2.6 Learning from leaders
Issues with senior management arose 
within discussions, with some participants 
expressing that depending on who their 
leader was, their cybersecurity training 
or practices would shift. This shift was 
usually based on the perceived regard the 
senior management personnel had towards 
cybersecurity, with little focus being paid 
when they were not concerned with security. 

“When you have a revolving 
senior management group 

at the top, that can be a 
challenge sometimes because 
they already have their preset 
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opinions and views, we’re all 
human, and sometimes it takes 
a while to move the arrow or to 

move to next step…”
However, what also came about was the 
revolving senior management group, which 
often left cybersecurity practices fluctuating 
within the department. In addition, some 
participants stipulated that there was a lack 
of supervision when it comes to cybersecurity 
training, in that they are unaware if their 
leaders are reading or tracking employees’ 
consumption of training material. What was 
touched on by participants when it comes 
to this aspect of their organizations, was the 
need for a minimum standard when it comes 
to training across all levels and flexibility 
in how to present the information. That 
initiative should come from the top because 
the trainers need buy-in from the employees’ 
leaders.

5.2.7 Devolved Sense of Respons-
ibility/Conflict With Regular Work 
Obligations

Many of the focus group participants, who 
did not directly work with security teams 
at their organization, expressed how they 
did not always understand how their job 
relates directly to cybersecurity or security in 
general.

“So in some cases it’s actually 
just workload, there was too 

much pressure on one individual 
they couldn’t actually get 

through the amount of emails 
that they had so then they were 
able to have a discussion with 

their leader and look at solving 
the cyber security issue through 

another vehicle.”
For instance, several employees stated that 
they were unable to access certain sites like 
YouTube that have been restricted by their 
internal security team, even when trying to 
use them for a legitimate work purpose, such 
as research. These participants expressed 
how they never received clear explanations 
as to why these sites posed a security risk. 
In addition, these employees sometimes 
feel conflicted during periods of training as 
they try to meet their regular work objectives 
and responsibilities. Participants voiced 
concern over the amount of time training 
can take, such as five hours, while still being 
expected to deliver their regular duties. With 
few incentives to complete training, and the 
constraints of having to complete it while 
fulfilling regular duties, participants stated 
they are more likely to prioritize their regular 
workload.

5.2.8 Other findings
Some other findings from the focus groups 
revealed privacy concerns, with these being 
especially heightened due to working 
remotely during the pandemic. Since the 
organizations within the study hold large 
amounts of personal information of the 
public, the security of this information was 
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something that was thought to be very 
important, yet the importance may not be 
relayed clearly to employees. Participants 
also voiced that employees continue to click 
on phishing emails, and so they feel that 
phishing is still a major threat. Even with 
phishing simulations, and cybersecurity 
awareness material being available, they 
echoed that it is not possible to know who 
is consuming that material and then are 
able to apply the advice when phishing 
emails come in. Participants noted their 
concern over the rapidly evolving state of 
cybersecurity threats, acknowledging that 
it’s sometimes difficult to keep up with new 
risk areas.
Some participants offered their 
perspectives on what can be changed 
within their organizations to improve 
cybersecurity training. The most common 
recommendations were based on improving 
communication of cybersecurity training 
and initiatives, with participants citing 
they would appreciate an easily accessible 
dashboard to view any training modules 
or cybersecurity awareness updates. 
In addition, participants asserted that 
cybersecurity should be standardized 
across all levels, and should come from 
the top. Incentivisation was also discussed, 
where participants stated that some type 
of recognition for taking the appropriate 
steps would work well, and that having the 
time to complete their training without also 
juggling their daily responsibilities would 
aid in them following through with training.

Additionally, the consensus from participants 
in the six focus groups was that there seemed 
to be a plethora of cybersecurity information 
available within the organizations, though 
getting this information to be consumed 
by employees was something that might 
prove to be difficult. Another productive 
method that seemed to be employed to 
most employees was the use of phishing 
simulations, which are considered to aid in 
learning to detect threatening emails. Based 
on our findings, we have identified a list of 
recommendations which are outlined in the 
next section.



Recommendations

R
ec

o
m

m
en

d
at

io
ns

6 Recommendations

6.1 Shorter and more fre-
quent intervals of cyberse-
curity training/awareness

Large intervals between training sessions 
or practice can often result in low retention 
rates and no real long-term improvement 
in behaviour, be it overall hygiene or 
more specific behaviours such as phishing 
detection ability. Based on the focus 
group discussions, there are infrequent 
training opportunities for cybersecurity; 
given that previous research underlines 
the importance of training frequency 
(Moramarco, 2022; ENISA, 2018; He & Zhang, 
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2019) , there should be more opportunities 
for employees to learn.

6.2 Improved communica-
tion of cyber-security train-
ing

Feedback on training or overall cybersecurity 
performance can inform the user of their 
performance and positively reinforce them if 
they are following cybersecurity guidelines. 
For instance, when employees report a 
phishing simulation email, they should 
receive feedback as to whether they did so 
correctly.

6.3 Incentivisation for fol-
lowing good cybersecurity 
practices

A common theme among those interviewed 
in the organizations was a lack of positive 
reinforcement for practicing good 
cybersecurity. Previous research has shown 
that positive reinforcement is vital in changing 
behaviour (He & Zhang, 2019.; Taylor-Jackson 
et al., 2020); this should be implemented 
regularly, especially with internal motivations 
in the case where physical rewards may not 
be appropriate.

Send simulations roughly once a 
month and update the training 
content annually to ensure any 
simulations remain relevant with 
the evolving cyber threat land-
scape.

ACTIoN

Provide informative and responsi-
ble follow-up after training and a 
convenient way for employees to 
find information on their perfor-
mance, cybersecurity policies, and 
guidelines. For instance, a dedi-
cated cybersecurity dashboards 
where employees can find all rel-
evant information and training in 
one place

ACTIoN

Internal reinforcement can be pro-
vided with gamification, where 
employees may be rewarded for 
their cybersecurity skills and be-
haviours. Alternatively, organi-
zations may wish to implement 
small rewards such as gift cards 
or small prizes for meeting or ex-
ceeding expected cybersecurity 
behaviours. In addition, commu-
nication should be specific and 
clearly articulated to address any 
concerns and express why certain 
behaviours and policy adherence 
are required to preserve confiden-
tiality, integrity, and availability of 
the organization’s digital assets.  

ACTIoN
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6.4 Leaders and supervisors 
should be on board with 
cybersecurity

According to participants, the level of 
regard an employee’s senior management 
had for cybersecurity directly impacted 
cybersecurity training or awareness 
within the department. Therefore, it is 
recommended that leaders and supervisors 
within an organization be implemented 
within cybersecurity programs, be made 
aware of the benefits of cybersecurity, to 
encourage security behaviours within the 
organization.

6.5 Cybersecurity programs 
and operational needs 
should coexist

On multiple occasions, participants 
mentioned that cybersecurity awareness 
programs were perceived to be a 
time constraint that encumbered an 
employee’s ability to complete daily 
tasks. For cybersecurity awareness to be 
effective, operational needs mustn’t take 

away from these programs. Difficulties 
that arise between operational needs 
and cybersecurity programs need to be 
addressed so that they can coexist together.

Cybersecurity awareness programs 
have to be built with the end user 
in mind. Time for cybersecurity 
training should be budgeted for 
and provided to ensure that train-
ing does not have to compete with 
operational pressures.

ACTIoN

Senior management should be 
provided with specialized train-
ing to both encourage employees’ 
training and learning of cybersecu-
rity and to model security practic-
es for their employees. 

ACTIoN
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To conclude, various factors are identified 
within the literature as potential risks 
to cybersecurity from a human-centric 
approach. Firstly, to understand the 
risks that create vulnerabilities within 
cyberspace, it is essential to understand 
the connection between cybersecurity 
and privacy since storing vast amounts of 
personal data requires specific cybersecurity 
measurements to be taken legally. Secondly, 
it is crucial to understand what internal 
and external factors are affecting human 
behaviour to cause cybersecurity risks since, 
as mentioned earlier, human behaviour 
is one of the significant vulnerabilities in 
cybersecurity. By conducting focus groups 
with employees working within both private 
and government organizations, we were able 
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to gain an in-depth understanding of current 
cybersecurity behaviours and practices.
Results from this study emphasize that there 
are differences in cybersecurity knowledge; 
while some individuals may have less 
training depending on previous positions, 
others may choose to educate themselves as 
a hobby, which provides some justification 
for the use of personalized training, as was 
found to be important in previous studies 
(He & Zhang, 2019; Heller, 2020; Ashford, 2018; 
Taylor-Jackson et al., 2020). Additionally, we 
found that while a variety of cybersecurity 
training methods are being offered within 
the respective organizations, there is a 
disconnect between what employees should 
know and how they are being trained. More 
specifically, the rate of training varied, 
often being offered infrequently; likewise, 
communication about training was found 
to be an obstacle, as there was little 
open dialogue between employees and 
supervisors about cybersecurity practices. 
These findings are counterintuitive to what 
was found to be effective from previous 
research, in that higher frequency of training 
and clear communication have been proven 
to be effective at increasing cybersecurity 
practices and adherence (ENISA, 2018; Iuga et 
al., 2016; Moramarco, 2022; He & Zhang, 2019).
Further, it was noted that there was rarely 
incentivisation within these organizations 
for practicing good cybersecurity, and 
there were even instances of disincentives. 
Previous research has stipulated that for 
behavioural change to occur, there must be 

some form of reinforcement (He & Zhang, 
2019; Taylor-Jackson et al., 2020). Moreover, 
the literature consensus suggests that, in 
general, disincentives for policy compliance 
do not lead to significant improvements in 
behaviour (Moramarco, 2022; Heller, 2020; 
Ashford, 2018). Previous studies have also 
stressed the importance of ensuring that 
employees are not being forced to choose 
between training and completing their 
regular duties, as productivity will usually 
win out over training (ENISA, 2018). However, 
participants discussed how they were often 
left to balance the two, and that most of the 
time they preferred their regular duties over 
training, which is consistent with previous 
findings.
Overall, numerous academic papers and 
industry reports confirm the fact that 
cybersecurity programs are an effective 
way to mitigate cybersecurity threats and 
vulnerabilities. Unfortunately, in today’s 
dynamic and constantly changing world, a lot 
of missing components within cybersecurity 
programs deter the effectiveness of training, 
as was identified within the focus groups in 
this study. These programs need to take into 
account employee-specific behaviour and 
factors as well as organizational business 
strategies and operations. Therefore, to 
mitigate cybersecurity vulnerabilities to 
a minimum level, it is essential to guide 
human behaviour with cybersecurity training 
designed to target specific matters and 
behavioural aspects mentioned earlier that 
may create vulnerabilities.



-033

Cybersecurity Through Human Behaviour

8 References
Ashford, W. (2018, April 3). Automation 
and gamification key to cyber security. 
ComputerWeekly. Retrieved August 25, 
2022, from https://www.computerweekly.
com/news/252437833/Automation-and-
gamification-key-to-cyber-security?

Canadian Centre for Cyber Security (2018). 
National Cyber Threat Assessment 2018. 
CSE. Government of Canada. Retrieved June 
23, 2022, from https://cyber.gc.ca/sites/
default/files/cyber/publications/national-
cyber-threat-assessment-2018-e_1.pdf 

Collins, E. I., & Hinds, J. (2021). Exploring 
Workers’ Subjective Experiences of Habit 
Formation in Cybersecurity: A Qualitative 
Survey. Cyberpsychology, Behaviour and 
Social Networking, 24(9), 599–604. https://
doi.org/10.1089/cyber.2020.0631

Coviello, A. (2009). A common call: Architecting 
a new information security landscape. RSA 
Conference 2009, San Francisco, CA,  http://
www.rsa.com/innovation/docs/ArtC6.pdf 
(accessed September 18, 2009)

Cavoukian, A. (2012). Privacy by design 
[leading edge]. IEEE Technology & 
Society Magazine, 31(4), 18-19. https://doi.
org/10.1109/MTS.2012.2225459

Cavoukian, A. (2011), Privacy by Design, The 
Foundational 7 Principles, The International 

Association of Privacy Professionals, https://
www. ipc .on .ca/wp-content/uploads/
resources/7foundationalprinciples.pdf

Cram, A.W., D’Arcy, J., & Proudfoot, J. G. (2019). 
Seeing the forest and the trees: A meta-
analysis of the antecedents to information 
security policy compliance. MIS Quarterly, 
43(2), 525–554. https://doi.org/10.25300/
MISQ/2019/15117

Deloitte. (2017). The changing faces of 
cybersecurity - Closing the cyber risk gap, 
TFSA, p.35 https://www2.deloitte.com/
content/dam/Deloitte/ca/Documents/
risk/ca-cyber-talent-campaign-report-pov-
aoda-en.PDF

Donalds, C., & Osei-Bryson, K. M. (2020). 
Cybersecurity compliance behaviour: 
Exploring the influences of individual decision 
style and other antecedents. International 
Journal of Information Management, 
51(November 2018), 102056. https://doi.
org/10.1016/j.ijinfomgt.2019.102056

ENISA. (2018). Cybersecurity culture 
guidelines: Behavioural aspects of 
cybersecurity. Publications Office. https://
data.europa.eu/doi/10.2824/324042

Hadlington, L. (2018). Employees attitude 
towards cyber security and risky online 
behaviours: An empirical assessment in the 
United Kingdom. International Journal of 
Cyber Criminology, 12(1), 269–281. https://

R
ef

er
en

ce
s



References

doi.org/10.5281/zenodo.1467909 

He, W., & Zhang, Z. (2019). Enterprise 
cybersecurity training and awareness 
programs: Recommendations for success. 
Journal of Organizational Computing and 
Electronic Commerce, 29(4), 249–257. https://
doi.org/10.1080/10919392.2019.1611528

Heller. (2020). For cybersecurity training, 
positive reinforcement is best. Retrieved June 
20, 2022, from https://www.techtarget.com/
searchsecurity/feature/For-cybersecurity-
training-positive-reinforcement-is-best

Hwang, M. I., & Helser, S. (2022). Cybersecurity 
educational games: a theoretical framework. 
Information & Computer Security, 30(2), 225–
242. https://doi.org/10.1108/ICS-10-2020-0173

Iuga, C., Nurse, J. R., & Erola, A. (2016). Baiting 
the hook: factors impacting susceptibility to 
phishing attacks. Human-centric Computing 
and Information Sciences, 6(1), 1-20. DOI: 
10.1186/s13673-016-0065-2

Kam, H., Ormond, D. K., Menard, P., & Crossler, 
R. E. (2021). That’s interesting: An examination 
of interest theory and self-determination 
in organisational cybersecurity training. 
Information Systems Journal (Oxford, 
England), 32(4), 888–926. https://doi.
org/10.1111/isj.12374

Li, L., He, W., Xu, L., Ash, I., Anwar, M., & 
Yuan, X. (2019). Investigating the impact 

of cybersecurity policy awareness on 
employees’ cybersecurity behaviour. 
International Journal of Information 
Management, 45(October 2018), 13–24. 
https://doi.org/10.1016/j.ijinfomgt.2018.10.017

McCrohan, K. F., Engel, K., & Harvey, J. W. (2010). 
Influence of Awareness and Training on Cyber 
Security. Journal of Internet Commerce, 9(1), 
23–41. https://doi.org/10.1080/15332861.2010.
487415

Moramarco, S. M. (2022, February 16). 
Behavioural psychology training reduces 
cybersecurity risks. Security Magazine. 
Retrieved June 15, 2022, from https://www.
secur i tymagazine.com/art ic les/97093-
behavioral-psychology-training-reduces-
cybersecurity-risks

NIST (2022). Privacy Definition. Retrieved 
16 August 2022, from https://csrc.nist.gov/
glossary/term/privacy

Ortega-Castro, N., & Vadillo, M. A. (2013). 
Retrieval-induced forgetting and interference 
between cues: Training a cue–outcome 
association attenuates retrieval by alternative 
cues. Behavioural Processes, 94, 19–25. 
https://doi.org/10.1016/j.beproc.2012.11.010

Pfleeger, S. L., & Caputo, D. D. (2012). Leveraging 
behavioural science to mitigate cyber security 
risk. Computers & Security, 31(4), 597-611. 
https://doi.org/10.1016/j.cose.2011.12.010



-035

Cybersecurity Through Human Behaviour

Sasse, M. A., & Flechais, I. (2005). Usable 
Security: Why Do We Need It? How Do We 
Get It?  In L. F. Cranor and S. Garfinkel (Eds.), 
Security and Usability (pp.  13–30). O’Reilly. 
http://discovery.ucl.ac.uk/20345.

Stembert, N., Padmos, A., Bargh, M. S., 
Choenni, S., & Jansen, F. (2016). A Study 
of Preventing Email (Spear) Phishing by 
Enabling Human Intelligence. Proceedings 
- 2015 European Intelligence and Security 
Informatics Conference, EISIC 2015, 113–120. 
https://doi.org/10.1109/EISIC.2015.38

Stine, K., Quinn, S., Witte, G., & Gardner, 
R.K. (2020). Integrating Cybersecurity and 
Enterprise Risk Management (ERM). National 
Institute of Standards and Technology (NIST) 
Interagency or Internal Report (IR), 8286. 
https://doi.org/10.6028/NIST.IR.8286

Taylor-Jackson, J., McAlaney, J., Foster, J. L., 
Bello, A., Maurushat, A., & Dale, J. (2020). 
Incorporating Psychology into Cyber 
Security Education: A Pedagogical Approach. 
In M. Bernhard, A. Bracciali, L. J. Camp, S. 
Matsuo, A. Maurushat, P. B. Rønne, & M. 
Sala (Eds.), Financial Cryptography and Data 
Security (Vol. 12063, pp. 207–217). Springer 
International Publishing. https://doi.
org/10.1007/978-3-030-54455-3_15

The City of Sault Ste. Marie v. Her Majesty 
the Queen, [1978] 2 SCR 129 

Tversky, A., & Kahneman, D. (1986). Rational 

Choice and the Framing of Decisions. The 
Journal of Business, 59(4), S251–S278. http://
www.jstor.org/stable/2352759.

Veiga, A. D., & Eloff, J. H. P. (2007). An Information 
Security Governance Framework. Information 
Systems Management, 24(4), 361–372. https://
doi.org/10.1080/10580530701586136



References

9 Appendix

9.1 Table A. Questions used in focus group sessions

FoCus Group QuesTIoNs

What has your cybersecurity training been like, what does it usually involve, and how often 
are you trained? 
Are there any incentives for participating in training or when cyber-threats are mitigated? 
How long is the training effective for after it is completed? Is there follow up in the form of 
tests or practice? 
How do you feel about your own personal knowledge, skill/literacy, awareness and self-
efficacy in relation to cybersecurity habits at work?
Do you feel your organization provides you with information and support on how to be safe 
regarding cybersecurity and privacy?
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“Unfortunately, in 
today’s dynamic and 
constantly changing 
world, a lot of 
missing components 
within cybersecurity 
programs deter the 
effectiveness of 
training...”


