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Quantum Ready
Cybersecurity

UNDERSTANDING AND MANAGING THE RISK

Executive Summary

Quantum computing offers unparalleled computational
power for the future, promising breakthroughs in fields
ranging from drug discovery to complex data analytics.
However, it also poses a grave current challenge to cyber-
security, as the threat that it poses in the future must be
mitigated in advance. While it may be decades before a
fully weaponized quantum computer emerges, adversar-
ies can already harvest encrypted data now and decrypt
it later, when quantum hardware matures. Consequently,
governments and industry alike must take urgent meas-
ures to protect their online security.

In this report, we structure our analysis around three cen-
tral research questions: How quantum computing will dis-
rupt cybersecurity, how we can mitigate these threats, and
how Canada should prepare for a post-quantum world.
We leverage the perspective of seeking to understand
the known-knowns, known-unknowns, and unknown-un-
knowns to categorize a spectrum of risks. Known-knowns



such as the vulnerability of RSA and Elliptic Curve encryp-
tion demand immediate adoption of post-quantum en-
cryption (e.g., CRYSTALS-Kyber). Known-unknowns include
the timing and scope of “harvest now, decrypt later” at-
tacks, requiring continued research and cryptographic
agility. Unknown-unknowns, such as the future interplay
of quantum computing with Al and blockchain, indicate
the need for long-term, interdisciplinary foresight.

Our recommendations address concrete pain points
across policy, technology, and governance. (1) Accelerate
the standardization of post-quantum encryption, with fi-
nancial and logistical support for vulnerable groups like
SMEs. (2) Expand funding for independent research, par-
ticularly on quantum'’s societal impact and new attack
vectors. (3) Introduce legislation (e.g., reforms to PIPEDA,
Bill C-26, Bill C-27) and soft law mechanisms to ensure data
protection and constitutionally compliant use of quan-
tum decryption tools. (4) Launch broad-based education
campaigns to improve cyber hygiene and promote digit-
al inclusion. (5) Revamp risk management frameworks
(beyond 1SO-31000) to account for transdisciplinary, cas-
cading threats. (6) Guide strategic assessments of sup-
ply chain dependencies — for instance, Canada’s critical
minerals essential to quantum hardware. (7) Pursue inter-
national collaboration to set balanced export controls
and prevent the weaponization of quantum technologies.

Finally, this report emphasizes that quantum readiness
is not limited to any one sector or policy area. Critical
infrastructure, healthcare, financial systems, loT devices,
and more all face interconnected vulnerabilities. By ar-
ticulating the urgency and defining targeted steps—from
legislative updates to educational initiatives—we offer a
roadmap that is both pragmatic and inclusive. Meeting
these challenges head-on will position Canada to foster
a secure, equitable quantum ecosystem that upholds pri-
vacy and resilience in a rapidly evolving digital landscape.

Quantum Ready Cybersecurity



1 Introduction

Despite there being no consensus on when
we will see the arrival of early quantum com-
puters for commercial applications, there is
no time to waste in preparing for their arrival.
Several nations have already launched quan-
tum initiatives with the total global funding
estimated to be around USS$42 billion in early
2024 (McKinsey Digital, 2024). In Canada, the
impact of quantum technology is expected
to be diverse across governments, individ-
uals, and industries, including the small and
medium enterprises that contribute half of
Canada’s GDP and most of its private-sector
employment (Innovation, Science and Eco-
nomic Development Canada [ISED], 2023) A
number of countries, including Canada, have
published quantum strategies, incorporating

“The likelihood of a
real quantum threat
breaking public
encryption is, in
essence, a race against
time.”

anticipated social and economic impact, and
defensive and strategic postures (European
Commission, 2016; Government of Canada,
2023; US Congress, 2018).

With modern nations embedding computing
technology into every aspect of their opera-
tion, from e-government to e-commerce and
loT to smart wearables, it is clear that under-
standing the impact of quantum computing
technology on cybersecurity is important to
ensure that its introduction does not cause
disruptions. With the aim of bettering that
understanding and generating thoughtful dis-
cussion on this topic, we have created this re-
port.

The report analyzes and synthesizes an array
of academic and grey literature pertaining to
the impact of quantum computer technology
on cybersecurity. Furthermore, a diverse group
of interdisciplinary cybersecurity experts were



brought together to answer the following re-
search questions:

1. How will quantum computing disrupt
cybersecurity?

2. How to mitigate any associated cyber-
security threats?

3. How should Canada prepare for quan-
tum computing?

The report begins with a technical overview of
quantum computing, followed by an assess-
ment of its impact on cybersecurity through
societal, behavioural and regulatory perspec-
tives. Due to the (pre) nascent nature of the
technology, we have organized the discussion
as follows:

- Known-knowns: these describe known
risks, impacts and mitigation strategies
that are established with a high degree of
certainty

- Known-unknowns: these describe risks
and mitigation strategies that have a high
degree of uncertainty as to their impact.

- Unknown-unknowns: these describe

unknown, conceptual or theoretical risks
and their related solutions

The report then presents recommendations to
support Canada’s readiness to tackle cyberse-
curity risks in the quantum computing era.

2 Overview of Quantum
Computing

Quantum computers are a highly anticipated
innovation; they will allow us to solve prob-
lems that standard computers are either not
complex enough to solve or would take too
long to solve. This capacity comes from the
greater complexity in how a quantum com-
puter stores and processes information.

A standard computer stores information in
units (or bits) of information being either a
one or a zero. We might represent these bits
as being a coin that is exclusively either a “1”
or a “0” A quantum computer uses a quan-
tum object called a qubit. These qubits can
appear to be in two states at the same time
(IBM, 2024), or that they can be held in su-
perposition. When a qubit is in superposition,
the information that it holds represents all
the possible values of the qubit. (DelViscio,
2024). We might represent this as a coin with

Figure 1 - Binary bits vs. a qubit



two faces. On one side, itis a “1” and on the other itis a
“0” (Oak Ridge National Laboratory, 2022). By flipping this
coin but preventing it from landing, we are holding this
coin in superposition, as while it flips, it represents an
equal chance of landing on either side and consequent-
ly, we consider it to be both and every value in between.

When qubits are grouped, complex computational spac-
es are created, which can be used to solve problems that
are too complex for standard computers. Standard com-
puters combine their simple binary bits to perform op-
erations (eg,0+0=0,0+1=11+1=1). Computational
operations can be performed by combining complex qu-
bits. We can represent our “qubit” coin while flipping as
being either “1” or “0” at a constant frequency as a wave.

Figure 2 - A coin toss as a superposition of states

When qubits are combined, they can become entangled
and, in this tangle, two qubits can become linked. When
qubits are linked, a change to one will affect the other.
Within clusters of entangled qubits in superposition in-
terference will occur. This interference is similar to inter-
ference with waves. If we consider our coin’s wave at its
peak at “1” and in a trough at “0”, linking it with another
wave will have an impact.

Ll

Figure 3 - Two waves linked destructively



Figure 4 - Two waves linked constructively

Ifitis combined with a wave that is at an equal
but opposite frequency, the peaks and troughs
will destructively cancel each other out, result-
ing in no wave, or neither a “1” or “0".

If it is combined with a wave that is at an equal
and identical frequency, the peaks and troughs
will constructively augment each other, result-
ing in a stronger “1” or “0".

As the operation between the waves is not oc-
curring at just the peak and the trough but at
every point in between, it provides for more
complexity than a binary operation, as there
are theoretically an infinite number of points
between the peaks and troughs that are inter-
acting. Since the qubits are made up all of pos-
sibilities, the peaks and troughs represent the
most probable answer. (IBM, 2024). Measuring
the qubit will collapse its superposition (stop
the coin from spinning), allowing it to be in-
terpreted probabilistically as a classical result
(e.g."1or “0") and be made useful.

3 Known Knowns

3.1 Breaking Encryption

There are well-established risks that quan-

tum computing can pose to the cybersecurity
landscape. It has now been widely accepted
that an attack-capable quantum computer will
break public key cryptography, which, in turn,
can have serious implications for the infor-
mation security landscape (Mashatan & Turet-
ken, 2020). More precisely, quantum comput-
ing will be able to break many traditional and
widely deployed encryption algorithms, such
as Rivest-Shamir-Adleman (RSA) and Elliptic
Curve cryptography (ECC) (Shor, 1994; Grover,
1996).

As Baseri et al,, (2024) argues, the known and
established risks of quantum computing can be
classified into two groups: that affecting data
at rest and that affecting data in transit. Data
at rest refers to the capacity to disrupt encryp-
tion algorithms used for stored data, which is
essential to modern security protocols and the
ability to eliminate authenticity, integrity and
non-repudiation of digital signatures. Data in
transit refers to encryption of data as it moves
between computers using network protocols
such as Transport Layer Security (TLS) and In-
ternet Protocol Security (IPsec), which will be
disrupted by quantum computing.

Despite the potential cybersecurity disruption
posed by quantum computing, several mitiga-
tion strategies are already in place, depending



on the specific operationalized schemes. For
instance, a contemporary symmetric key en-
cryption may be at risk of being broken via
brute force via a quantum attack; however, the
threat could be mitigated by swapping it to
a post-quantum encryption algorithm or sim-
ply by increasing the key size to mitigate the
threat (Zhang et al., 2023).

Transitioning infrastructure in preparation
for a post-quantum world is already in prog-
ress. Larger corporations such as Apple have
already deployed post-quantum encryption
into their popular messaging service, iMes-
sage (Apple, 2024). In addition, the National
Institute for Standards and Technology (NIST)
has begun updating their standards towards
a post-quantum world. It has selected four
“winners” of a post-quantum encryption de-
velopment contest and established a dead-
line for standardizing these algorithms for
2024 (NIST, 2024). For general encryption, NIST
has selected the CRYSTALS-Kyber algorithm,
which boasts smaller encryption keys and
faster speeds, enabling more cost-effective
deployment and operational usage. For digit-
al signatures where authentication, integrity
and non-repudiation are most important,
NIST has selected CRYSTALS-Dilithium, FAL-
CON and SPHINCS+. The first two of these are
similarly fast and efficient, like CRYSTALS-Ky-
ber. SPHINCS+ despite being slower has the
advantage of being mathematically distinct
from the others, as it is hash-based, while the
others are lattice-based.

Transitioning to quantum safe encryption may
not affect everyone in the same way. Costs
and logistical challenges associated with scal-
ing and deployment may be lower for large
firms relative to their general operating costs

and who have access to capital pools and
supporting resources. These costs and oper-
ational challenges are likely more of a barrier
for smaller and medium sized enterprises. As
in many cases the success of a protocol relies
on its widespread adoption, this difference
becomes an important factor. Unsurprisingly,
the selection and deployment of quantum-re-
sistant encryption at scale, whilst minimizing
business costs and disruption, remains an
unresolved question for policy-makers.

3.2 The Impact of Broken
Encryption

3.2.1 Secure Communication
(Emails, Messages, and Web
Browsing)

Emails and messaging systems, such as en-
crypted emails using PGP and S/MIME, rely on
public key cryptography to ensure that only
the intended recipient can decrypt the mes-
sage (R. Imam et al, 2021). Digital signatures
verify the authenticity and integrity of the
email sender, while web browsing via HTTPS
uses public key infrastructure (PKI) and key
exchange protocols (TLS/SSL) to secure data
between a user’'s browser and a web server.
This ensures the confidentiality of sensitive
information, such as login credentials and
personal data (R. Imam et al., 2021). While the
use of encryption for email might be less than
desirable, they are widely used on messaging
platforms and for web browsing (Reuter et
al., 2021). Quantum computers, by potentially
breaking the cryptographic algorithms, would



allow attackers to decrypt what are likely to be
sensitive emails and otherwise secure messa-
ges on currently private messaging services.
They would also be able to intercept HTTPS
connections to steal information leading to
further harm. This is particularly concerning,
considering the current trend towards the use
of Software as a Service for critical business
operations (Chai, 2022).

3.2.2 Digital Payments and Finan-
cial Transactions

Digital payments, including online banking
transactions and those using Central Bank
Digital Currencies (CBDCs) like Jura and Project
Atom (Payments Canada, 2022), are secured
using cryptography (Nili et al,, 2024). Banking
transactions rely on cryptographic protocols
to ensure secure communications between
users and banks, while digital signatures pre-
vent tampering. With the rise of quantum com-
puting, the algorithms protecting these trans-
actions could be broken, allowing attackers to
decrypt sensitive banking information, forge
signatures for fraudulent transactions, and
steal funds from CBDC wallets.

3.2.3 Digital Certificates and Au-
thentication

Digital certificates are used by websites to
prove their identity to users through SSL/TLS
protocols, relying on public key cryptography
to verify the legitimacy of the site and prevent
impersonation (R. Imam et al., 2021). Addition-
ally, two-factor authentication (2 FA) systems

use public key cryptography to secure meth-
ods like smart cards or security tokens. Quan-
tum computers could break the cryptographic
algorithms used in SSL/TLS certificates and 2
FA, leading to website impersonation, phishing
attacks, and the compromise of authentication
methods.

3.2.4 Software Integrity and Up-
dates

Software integrity is maintained through code
signing, where developers use digital signa-
tures to sign software and firmware updates,
ensuring that only trusted sources are provid-
ing the updates (PKI Consortium, 2013). Oper-
ating system updates also use public key cryp-
tography to verify the authenticity and integrity
of the update before installation. Attacks using
stolen digital signatures to maliciously modify
updates to system code, such as drivers, are
well established (Page, 2022) (MITRE, 2018).
Quantum computers could forge these digital
signatures, allowing malicious actors to dis-
tribute compromised software disguised as
legitimate updates without having to first steal
and maintain legitimate digital certificates.

3.2.5 Digital Identity and Authen-
tication

Digital identity systems, such as e-passports
and smart 1D cards, use public key cryptography
to verify identities and authenticate users
(Temoshok et al., 2024). Similarly, multi-factor
authentication (MFA) systems employ public
key cryptography to secure smart cards and

1



USB tokens used for secure logins. The rise
of quantum computing could enable attack-
ers to forge digital certificates, allowing them
to impersonate legitimate users and gain un-
authorized access to systems, leading to iden-
tity theft and security breaches.

3.2.6 Legal Documents and Con-
tracts (e-Signatures)

Digital contracts are commonly signed using
digital signatures, ensuring the signer's au-
thentication and the document's integrity.
Industries requiring regulatory compliance,
such as finance and healthcare, depend on
digital signatures for document validity. How-
ever, quantum computers could forge these
digital signatures, rendering legal contracts
vulnerable to tampering or fraud, and under-
mining compliance with industry regulations.

3.2.7 Encrypted Data Storage and
File Transfer

Public key cryptography is used to encrypt
files and data for storage and transfer, ensur-
ing that only authorized users can access the
content. This is commonly employed in cloud
storage and secure file transfer protocols (e.g.,
SFTP). Quantum computers, with their ability
to break encryption algorithms, could decrypt
sensitive files, intercept data during transfer,
and expose confidential information, posing
a major security risk for both individuals and
businesses.

3.2.8 l1oT (Internet of Things) De-
vices and Smart Systems

loT devices, including medical devices and
smart home systems, use public key cryptog-
raphy for secure communication and authen-
tication. Firmware updates for 10T devices are
signed with digital signatures to ensure that
only legitimate updates are installed. Quan-
tum computing could compromise these sys-
tems by forging digital certificates, allowing
attackers to tamper with devices, intercept
data, and install malicious firmware, jeopard-
izing the security of loT ecosystems.

3.2.9 Healthcare and Medical Re-
cords

Protected Health Information (PHI), such as
electronic health records (EHRs) and medic-
al histories, are encrypted using public key
cryptography to ensure patient privacy and
prevent unauthorized access. Telemedicine
applications also use cryptography to secure
doctor-patient interactions and the transmis-
sion of sensitive medical data. Quantum at-
tacks could enable attackers to decrypt EHRs,
tamper with patient records, or interfere with
secure telemedicine communications, en-
dangering both privacy and healthcare secur-

Ity.

3.2.10 Government and Mil-
itary Communications
Government and military organizations rely on

public key cryptography to secure classified
communications, ensuring that sensitive in-
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2022)

formation is protected from adversaries. Addi-
tionally, some online voting systems use cryp-
tography to ensure the anonymity and integrity
of votes. Quantum computers could break the
encryption protecting these communications,
leading to espionage or manipulation of vot-
ing results, potentially compromising national
security.

3.2.11
currencies

Blockchain and Crypto-

Blockchain systems, such as Bitcoin and
Ethereum, depend on public key cryptog-
raphy to secure wallet addresses and author-
ize transactions. Digital signatures are used
to ensure that only the rightful owner can

initiate transactions, and consensus mechan-
isms like proof of stake rely on cryptography
to validate blocks. If quantum computers can
break the cryptographic algorithms underlying
blockchain, attackers could steal funds, forge
transactions, or manipulate consensus mech-
anisms. Additionally, quantum threats could
lead to 51% attacks, where a quantum-pow-
ered adversary takes control of the majority
of the network’s computing power, allowing
double-spending and ledger manipulation.

3.3 Race Against Time

The likelihood of a real quantum threat break-

13
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ing public encryption is, in essence, a race
against time. Some firms and governments
are already preparing for a post-quantum
world. This preparation is occurring despite
current estimates that the emergence of a
fully functioning quantum computer may be
years away, with a survey of experts in 2022
suggesting that a functioning quantum com-
puter with the ability to break RSA-2048 within
24 hours would be twenty to thirty years away
(Mosca & Piani, 2022).

Nonetheless, the investment in mitigating the
risks of such attacks could be argued to be
prudent for several reasons. The possibility of
harvest now, decrypt later attacks, the impact
of the first uses of the technology and the
legal repercussions of the technology.

3.4 Harvest Now Decrypt
Later

A known cybersecurity risk from quantum
computing is the opportunity for an attacker
to conduct a “harvest now decrypt later” at-

tack. Such an attack involves amassing large
amounts of encrypted data to be stored until
capacity for decryption becomes available
(Fielder & Gunter, 2024).

Limited research has been devoted to inves-
tigating the consequences of this attack vec-
tor in quantum computing. This vulnerability
poses serious risks, as it has been suggested
that large corporations and adversarial states
like China have been collecting large volumes
of data, including state secrets, intellectual
property and personal identifiable informa-
tion (Sharma, 2021).

To mitigate against both broader encryption
challenges and harvest now, decrypt later
attacks, Mosca & Piani (2022) outline a risk
framework as shown in Figure 6, which high-
lights the intersection between three areas of
concern: the time it takes to migrate to quan-
tum resistant infrastructure, the time that the
data poses a potential for harm if exposed
(i.e., the shelf life) of the harvested data, and
the time until quantum computing technol-
ogy poses a threat to the data.



Once the technology exists, there are other
non-technical factors that may impact where
its capabilities are deployed, meaning that
the risk will not be shared equally across all
sectors. Quantum computing is expected to be
very expensive to power and run, and thus, a
potential attacker faces an inherent opportun-
ity cost. Accordingly, it can be expected that
once functional quantum computers exist,
they are likely to be used exclusively by the
largest firms or most powerful governments,
at least initially. As a result, the initial threat
would be posed to the traditional targets of
these well-resourced actors and then through
the malicious utilization of the “quantum as a
service” offerings. The costs and complexity of
these attacks may see the initial threat being
directed more towards military and govern-
mental organizations or large organizations. As
a result, we could expect that there would be
some delay between the availability of quan-
tum computing and the widespread decryption
of internet traffic. It should be noted that, even
in a post-quantum world, it may continue to be
that case that simpler traditional cyberattack
types such as using social engineering would
be more cost-effective than quantum-based
attacks.

3.5 Legal Implications

As noted previously, a major risk posed by the
advent of quantum computing is the com-
promise of privacy in online encrypted com-
munications and stored data. Since quantum
computers would be able to break the trad-
itional forms of encryption currently deployed
by major messaging applications, the intimate

communications between users could be sub-
ject to law enforcement surveillance (Kop et al,,
2023). Similarly, encrypted data having a long
shelf life held by organizations in the private
and public sectors would become vulnerable
(Bruno & Spano, 2021). In short, privacy rights
in the era of quantum computing potentially
face a two-pronged assault through data re-
tention and access to encrypted communica-
tions.

3.5.1 Regulation of Data Protec-
tion

The Personal Information Protection and Elec-
tronic Documents Act (PIPEDA) is outdated:;
the Privacy Commissioner’s office has limited
resources, and it does not have the power to
use strong enforcement measures to ensure
compliance (Office of the Privacy Commission-
er of Canada, 2022). The Office of the Privacy
Commissioner works through a mix of recom-
mendations and minimal fines (Personal Infor-
mation Protection and Electronic Documents
Act, 2000), which are not sufficient to ensure
accountability for the private sector organiza-
tions. Regulating data retention in the public
sector is especially complicated because dif-
ferent organizational needs mean some in-
stitutions have legitimate needs for retaining
personal information for longer periods as op-
posed to the private sector, wherein retaining
data is tied to commercial interests.

Bill C-27, which is currently being considered in
the House of Commons, proposes some chan-
ges in the right direction, as it allows impos-
ition of penalties proportional to the revenue
of organizations but caps them at $10,000,000

15



(Bill C-27 - An Act to Enact the Consumer Pri-
vacy Protection Act, the Personal Information
and Data Protection Tribunal Act and the Arti-
ficial Intelligence and Data Act and to make
consequential and related amendments to
other Acts, 2022).

Bill C-26, An Act respecting cyber security,
amending the Telecommunications Act and
making consequential amendments to other
Acts, was recently passed by the House of
Commons and is in its second reading stage
at the Senate (Bill C-26 - An Act Respecting
Cyber Security, amending the Telecommunica-
tions Act and making consequential amend-
ments to other Acts, 2022). The bill introduces
cybersecurity obligations for four federally
regulated critical cyber systems, like finan-
cial services, energy, telecommunications and
transportation. The Critical Cyber Systems
Protection Act (CCSPA) would introduce obli-
gations to ensure good cybersecurity prac-
tices amongst the regulated sectors, which
include reporting cybersecurity incidents to
the Communications Security Establishment
(CSE), supply chain obligations and enforce-
ment of cybersecurity directions through ad-
ministrative monetary penalties. While a step
in the right direction, the bill falls short of ad-
dressing the quantum threat, as it is agnos-
tic to technology and does not create much
emphasis on cryptographic agility (Bill C-26
- An Act Respecting Cyber Security, amending
the Telecommunications Act and making con-
sequential amendments to other Acts, 2022).

3.5.2 Data Retention by Private
and Public Sector

Many private organizations tend to retain data

for longer than would be reasonably under-
stood as necessary. For example, in the in-
vestigation into the data retention practices
of Ashley Madison, Avid Life Media was found
to have retained data of users who had de-
leted their accounts, remained inactive for
extended periods of time and even paid ALM
to “fully delete” their profiles (Office of the
Privacy Commissioner of Canada, 2016). Such
practices present unnecessary risks to current
and former clients of these operators should
this data become vulnerable by means of
quantum computing threats in the future.
Some information retained by organizations
has a long-shelf life, in that the possibility of
harm is long lasting. This data might include
evergreen contact information and biomet-
rics. This threat is not limited to industry, as
public sector organizations also hold person-
al information for extended periods of time,
which poses similar risks.

It is clear that there is an urgent need to re-
form Canada’s privacy legislation. Keeping in
mind the disproportionate risk to long-term
information caused by quantum computing,
stringent regulations are required to enforce
data minimization and ensuing that there is
no retention of data beyond the period neces-
sary will likely require effective enforcement
of penalties. This would help data holders to
mitigate the risks of bad actors harvesting
data to be used later. The principles of privacy
by design provide a mechanism for organiza-
tions to manage these requirements.

Strict deadlines should be imposed for re-
porting data breaches to the Privacy Commis-
sioner along the lines of the 30-day deadline
approach taken by the Federal Communica-
tions Commission in the USA (Federal Com-



munications Commission, 2023). Companies
should work in conjunction with other entities
in their supply chains to ensure that cyber-
security practices followed by all of them are
harmonized.

To ensure that any reforms to Canada'’s privacy
legislation have teeth, the Privacy Commission-
er's office must be resourced and empowered
with the ability to enforce their recommenda-
tions/decisions. Bill C-27 has taken steps in this
regard; however, due to the capping of penalty
limits, its deterrent effect will be limited.

3.6 Regulation of Quantum
Computing

In its current form, PIPEDA imposes the re-
quirement of having security safeguards in line
with the sensitivity of information. This provi-
sion may become outdated with the advent of
guantum computing. Considering the import-
ance of preserving data and interests of small
businesses, the new security safeguard regu-
lations should take a tiered approach. These
regulations should be implemented through
industry standards supported by soft law in-
struments.

Large platforms and small platforms holding
sensitive long-term data should both conform
to the highest standards of protection, re-
flecting their significant societal impact or the
critical nature of the data they manage. In con-
trast, remaining small platforms, which handle
less sensitive information, should focus on
future-proofing by preparing a transition plan
to adopt post-quantum cryptography within a
timeframe set by regulations. This approach
ensures robust security for critical platforms

while promoting practical, scalable measures
for smaller entities.

Large  Plat- | These platforms should be re-
forms quired to conform to the high-
est standards of protection.

Small Plat- [ These platforms should be re-
forms Hold- [ quired to conform to the high-
ing Sensitive | est standards of protection.
Long-term
data

Small Plat- [ These platforms should pre-
forms pare a transition plan of shift-
ing to post-quantum cryp-
tography within a stipulated
number of years (to be deter-
mined by regulations).

A tiered approach would ensure that small
businesses are not left at a competitive dis-
advantage due to the costs of shifting to
post-quantum algorithms. Large organizations
are considered to be digital platforms that, in
line with the description set out in Bill C-18,
earn a total global revenue of CANST billion or
more in a calendar year; and have 20 million
or more Canadian average monthly unique
visitors or Canadian average monthly active
users. These platforms are considered to be
of sufficient reach that their security impacts
Canadian society and possess sufficient re-
sources to comply with the measures.

Following best practices common to cyber-
security in general, both large platforms and
small platforms that deal in sensitive infor-
mation should designate a person to prepare
regular reports on the post-quantum resist-
ance measures deployed by the platform and

17



residual small platforms should designate
a person to prepare regular reports docu-
menting measures taken in transitioning to
post-quantum algorithms.

3.6.1 National Security

From a national security perspective, quan-
tum computing technologies having data
security risks could be regarded as dual-use
technologies and consequently be subject to
export controls once the technology becomes
a reality. If the technology is developed at
such a time as to present a danger to Can-
adians, Canada could canvas for its inclusion
in the export control list under the Wassenaar
Arrangement (Dekker & Martin-Bariteau,
2022). Canada’s National Quantum Strategy
emphasizes international collaboration in the
development of quantum technologies. How-
ever, a measured approach should be taken
in the case of quantum applications causing
risks to information security with primacy
should be given to protecting data of citizens
rather than collaborating with other states
(Government of Canada, NQS).

3.6.2 Law Enforcement

From a constitutional perspective, a question
arises about the merits of allowing law en-
forcement access to encrypted data through
quantum computing technologies. Such a
system, if deployed by the state in case of
private communications, runs a risk of con-
flicting with the right against unreasonable
search and seizure guaranteed by Article 8 of
the Canadian Charter of Rights and Freedoms
(1982).

Provisions to allow law enforcement access to
private encrypted communications through

quantum computing could go a long way in
enhancing the investigative techniques but
could also open doors for the misuse of those
same technologies against Canadian citizens
by adversarial foreign actors, as has hap-
pened with similar provisions in the United
States (Cybersecurity & Infrastructure Security
Agency [CISA], 2024). Given Canada’s constitu-
tional framework surrounding minimal intru-
sion for searches (Goodwin v British Columbia,
2015), judicial authorization could possibly be
refused by courts. Meanwhile, the adversarial
actors would be able to benefit by using the
same technology against Canadian citizens.
As a result, the impact of instituting such a
system would have to be carefully weighed
against the risks it could pose.

There is a reasonable expectation of privacy
associated with regular private messages (R v
Marakah, 2017). The existence and use of en-
cryption lends more strength to the subjective
expectation of privacy. Following the turn of
the century, a normative surveillance-based
approach towards assessing privacy risks has
become mainstream as opposed to a trad-
itional risk-based approach (Stewart, 2011, R
v Bykovets 2024). A surveillance-based ap-
proach towards privacy sets a high bar for
the use of investigative techniques, as they
should be performed in @ manner that would
not raise concerns regarding violation of
rights guaranteed by the Constitution (Stew-
art, 2011). Considering the possibility of access
to communications with such a powerful tool
as quantum computing decryption, it would
be necessary to reassess the methods of law
enforcement access to private messages. The
careless use of quantum technologies by law
enforcement should be discouraged to avoid
their use being ruled



3.6.3 Minimizing the Differential
impact of Quantum Technologies.

Like any new technology, quantum technology
is not inherently positive or negative. The im-
pacts are ultimately determined by the people
who create and implement it (Wolbring, 2022).
Past experiences with new technologies have
indicated that their impact can vary great-
ly throughout society. Advances such as the
printing press, railways and facial recognition
have not impacted all members of society
equally (Bill of Rights Institute, n.d.; Bongiorno,
2020; de Boer, 2023; Fussell, 2020). It is there-
fore important to understand the potential for
harm and make efforts to reduce the negative
impacts of any new technology.

Digital inclusion centred on intersectionality
is essential for including the already vulner-
able and marginalized groups that face the
highest risk of social and economic exclusion
in a post-quantum world (Tsatsou, 2022). An
intersectional approach will allow research-
ers, policy-makers, funders, and government
stakeholders engaged in preparation for quan-
tum technology to be cognizant of the multi-
dimensionality of diverse identities and lived
experiences of users who will be the most af-
fected (Crenshaw, 1991; Tsatsou, 2022). This will
also help further address current digital div-
ides, barriers and vulnerabilities that already
exist and have a high potential to be repro-
duced in a post-quantum world (Roberson,
2022; Tsatsou, 2022). While it is not the only
framework to take into consideration, an inter-
sectional approach will help emphasize diverse
and complex aspects of a user's social iden-
tity, and how their unique social identity may
interact with quantum technologies to create
barriers or inequities in digital spaces (Cren-

shaw, 1997; Besi¢, 2020). Furthermore, a quan-
tum education pipeline designed to ensure
the developing capabilities of digital technol-
ogies is understood will be critical in shaping
and inspiring the next generation of Canadian
quantum experts and workforce to think about
the possible futures of a post-quantum world
(Wolbring, 2022; Siberman, 2022). This will
also address potential skill gaps in relation to
quantum technologies in the future workforce,
positioning Canada to be a quantum leader
globally.

3.6.4 Education on Quantum Tech-
nologies

Amplifying education and awareness of quan-
tum technology will be critical for all users,
as they are also ultimately the consumers
of quantum-related technological advance-
ments. Increasing consumer knowledge on
the effectiveness of current quantum-proof
algorithms is important for underpinning an
effective market for post-quantum encryp-
tion. The more educated users will be on poli-
cies, regulations, and the current discourse on
guantum technology, the more they will want
to engage in processes of succession and plan-
ning for a post-quantum world (Graz & Hauert,
2019). Education efforts targeting consumers of
guantum-related technologies will aid in man-
aging consumer expectations of what they are
purchasing from companies and how secure
post-quantum encryption is.

Education and awareness of the “store now,
decrypt later” threat for all users can highlight
the need for increased vigilance about current
cyber behaviours and the types of data shared
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online — personal and sensitive information
posted now can be vulnerable to post-quan-
tum encryption in the future. Users do not
have to wait for a quantum computer to ar-
rive to practise good cyber security practices
that protect their data online. While the ad-
vent of quantum technology will bring about
a new set of norms and standards in digital
spaces, current research has found that most
users do not practise adequate cyber hygiene
(Argyridou et al,, 2023; Cain et al, 2018). This
means that all levels of Canadian government
must continue to collaborate and organ-
ize basic cyber education and awareness for
the public. It is important to highlight tools
that safe digital behaviours so that users of
all ages and backgrounds can uphold per-
sonal security and maintain a line of defence
against cyberattacks — near or in the future
(Neigel et. al., 2020).

4 Known-Unknowns

Researchers and manufacturers have started
to develop small-scale quantum computers
(Gambetta, 2023). However, to the best of our
knowledge, a publicly available quantum com-
puter that can solve classically hard problems
does not yet exist (Gambetta, 2023; Mosca and
Piani, 2022). Multiple factors, such as noise/
decoherence, error correction, and controlled
environment, affect the efficiency and accura-
cy of quantum computing (Gidney and Ekera,
2021; Mosca and Piani, 2022). Therefore, there
IS N0 consensus amongst researchers on the
exact year when quantum computers will be
able to factorize an RSA 2048-bit integer with-
in 24 hours (Mosca and Piani, 2022). However,
experts predict that it is likely that we may be
able to create such quantum computers with-

in 30 years (Mosca and Piani, 2022). Due to
the current limitation of building a quantum
computer with revolutionary computing capa-
bility, researchers are unable to experiment,
verify or conclude their educated guesses.
Researchers generally agree that quantum
computers can evaluate certain problems at
a much faster rate than classical computers
and that there is an implication on cyberse-
curity (CCA, 2023). The limitation of the cur-
rent state of quantum computing technology
also affects the development of effective risk
assessment and mitigation strategies, since
many proposed uses of quantum computing
are currently largely hypothetical. The next
section will discuss the foreseeable hypothet-
ical quantum computing threats, applications
and risk assessment strategies that we can
identify and of which we will attain more un-
derstanding in time but are at current limit-
ed to certain conclusions due to the present
guantum computing limitations.

4.1 Authentication Systems

In a post-quantum era, the current, or clas-
sical authentication systems that rely on en-
cryption in order to maintain confidentiality
may be rendered obsolete. These systems rely
on cryptography in order to exchange secrets
(e.g., passwords) in public and to store such
secrets securely. This would affect all publicly
accessible web applications with authentica-
tion mechanisms and impact everything from
how authentication secretes are inputted,
verified and stored (Szikora and Lazanyi, 2022).

While numerous techniques have been sug-
gested as to how we can approach securing
password authentication from quantum com-



puters, further research efforts are required to
confirm such findings. Some examples of the
explored techniques of making authentica-
tion systems resistant against quantum com-
puters include quantum resistant two factor/
multi-factor authentication schemes (Wang et
al., 2021), quantum safe key agreement proto-
cols (Li et al, 2022) and a quantum resistant
single sign on scheme (Jiang et al., 2022). While
these methods offer promise, they aren’t with-
out criticism (Qin et al., 2022). Furthermore, as
capable quantum computers are not available
to researchers, it is not possible to know pre-
cisely how these schemes and their imple-
mentation will perform against quantum aided
decryption techniques. Regardless of how well
they perform in theory, our experience with
mechanically and classically computed encryp-
tion schemes has shown that there are many
problems to solve beyond the mathematics. As
such, it is important to emphasize that addi-
tional research and validation are necessary to
verify the techniques.

As a mitigation strategy, companies can at the
minimum begin to secure their secrets (i.e.,
customers’ passwords, messages or stored
data) with the post-quantum cryptography
standards suggested by NIST soon (NIST, 2024).
Doing so will provide at least the prospect
of security. Further, they may also consider
how they can make their authentication sys-
tems more modular or “agile” such that future
changes in authentication or the cryptographic
algorithms itself can be implemented quickly
and independently (cyber eco, 2024).

4.2 Cyber-Physical Systems
(CPS)

Cyber-Physical Systems are systems that in-
tegrate computation into physical processes
where the software and physical components
are often intertwined to enable benefits such
as safety, scalability, and capability (NSF, 2024).
CPSs perform automated controls in the phys-
ical equipment found in a range of systems,
from medical monitoring devices and smart
grids to large-scale SCADA (Supervisory Control
and Data Acquisition) systems (Colbert, 2017). It
is prevalent in Critical Infrastructure, including
transportation networks, nuclear power plants,
electric power grids, water and gas distribution
systems and more (Colbert, 2017). Cybersecu-
rity is a growing concern for CPSs, especially
in our Critical Infrastructure systems, as more
insecure 0T devices or remote network instal-
lation are incorporated in their previously iso-
lated network infrastructure (Colbert, 2017).

Quantum capabilities pose a threat to such
critical infrastructure, as many of the tech-
niques required to make communications in
CPSs systems secure are reliant on classical
cryptography (Tosh et al, 2020). Due to the
emerging quantum computing technology,
there is a concern that critical communication
in such systems may no longer be confidential
as intended, especially with the rising deploy-
ment of 0T devices in such critical infrastruc-
tures (NIST, 2023). The Canadian government
has made it clear that this is an area of con-
cern in the upcoming future (QRWG, 2023).

The nature of these systems presents a par-
ticular issue with regards to quantum tech-
nologies. The critical nature of these systems

21



makes reliability a primary concern, as their
operation often affects the safety of individ-
uals and communities. Resultingly, updating
these systems requires a greater period of
testing to ensure changes to not adversely
affect primary functions under any circum-
stances and dynamic capability adjustment
through over the wire patches are less like-
ly or desirable. Systems are often optimized
more tightly for their particular purpose and
resultingly do not have available processing
overhead for more complex cryptographic
schemes, meaning that systems may have to
be replaced or augmented in order to pro-
vide post-quantum safe operation. As a re-
sult, the updating of these systems to make
them quantum resistant may require a greater
amount of time and require clear guidelines
to ensure durable implementations.

As the technology for quantum computing is
not mature yet, it has not been straightfor-
ward to provide definitive guidelines, policies
or mandates to make critical systems secure
againstquantum (QRWG,2023). Governing bod-
ies can only highlight the significance of being
aware of the threat and suggest a high-level
recommendation of how the nation can be-
gin to address the problem for now for the
upcoming future threat (QRWG, 2023). Canada
has urged Critical Infrastructure (Cl) owners to
begin considering the adoption of quantum
safe cryptography into their current systems.
A national guideline of the migration towards
quantum safe Cl systems has been published
to recommend the best practices for Canadian
Cl operators and other stakeholders (QRWG,
2023). The guideline highlights that while it
may appear like quantum computing is a dis-
tant threat towards Cl systems today, the best

way to prepare for it is to start proactively ad-
dressing the threat now, as the repercussions
of quantum threat distributing Cl systems are
significant at a large scale and the migration
to post-quantum cryptography could also take
time (QRWG, 2023). It will require efforts from
organizations at a national scale, both in the
public and private sector, to collaboratively
ensure quantum resistant systems in our Cls.
As a broad minimum, engineers should begin
to think about how classical encryption can
be replaced by post-quantum cryptography
algorithms, for example securing the secrets
between sensors and processor components
(Tosh et al, 2020).

4.3 Accessibility to Quan-
tum Computers

The capability for nations to manufacture
leading technology is dependent on many
factors, including economic, resources (phys-
ical or intellectual) and political consider-
ations (CCA, 2023). There is a global race to
develop a fault-tolerant quantum computer
and is explicitly addressed as a strategic ad-
vantage by many countries (Mosca and Piani,
2022). Sources suggest that, as far as we know,
North America is leading in the race (Mosca
and Piani, 2022). However, it has been trans-
parently stated that this is only based on pub-
licly provided information and responses pro-
vided by other countries about their progress
in quantum technology advancement (Mosca
and Piani, 2022). It is difficult to determine
the extent of other advancements from other
countries (or even other organizations within
those countries) that have the motivation to
maintain confidentiality on quantum comput-



ing capability (Mosca and Piani, 2022).

The varying availability of quantum computers
between countries creates concern about the
potential impact of unequal quantum capa-
bilities between nations (CCA, 2023). It is diffi-
cult to predict whether forefront countries will
be willing to manufacture quantum capable
computers to other countries (CCA, 2023). It
is also difficult to predict what the repercus-
sions would be if a country is behind in quan-
tum development and how they can expedite
their advancement after quantum computers
become readily available. We can only present
an assumption that they will be vulnerable to
many exploits that they are unprepared for.

One possible option is to try to create a level
playing field between allies and push the tech-
nological forefront together by collaborating
internationally in both the public and private
sector while maintaining an exception to this
interchange for adversarial nations (Mosca and
Piani, 2022). It is hypothesized that as geopo-
litical tensions shift, there may be an increase
in the amount of spending towards developing
quantum computers, which could drive a sepa-
ration between countries based on their avail-
able resources. Without sharing, this could be
disadvantageous in the long term, as the de-
terioration of trust may create challenges for
international collaboration, resulting in a re-
duction in the advancement of quantum com-
puting technologies. Based on this possibility,
it may be in the best interest of all countries
to maintain collaborative alliances to provide
for the greatest likelihood of scientific progress
(Mosca and Piani, 2022).

At a more granular level, there is a similar con-
cern for the disparity in access to quantum

computing between organizations (CCA, 2023).
Unequal access to quantum computing may
result in the concentration of quantum devel-
opment within only a handful of companies.
This may lead to biases being unintentionally
developed into quantum solutions, which may
disaffect minorities or smaller socio-economic
groups, as has been observed in Al decision
making applications (CCA, 2023). Providing
access to a range of organizations, including
smaller and medium-sized enterprises, may
allow for development to reach further across
society so that potential issues of this type
may be identified and corrected early.

How to enforce safe practices for cooperation
remains an unknown challenge, as powerful,
fault-tolerant quantum computing technolo-
gy is still not widely used in businesses (CCA,
2023; Mosca and Piani, 2022). However, efforts
have been initiated to address the potential
digital divide between small and large cor-
porations by drawing lessons from historical
policy impacts and societal responses to tech-
nological advancements that have had sys-
tematic effects (CCA, 2023). Proposed strategies
for adopting quantum technology responsibly
include controlled access to quantum systems,
the development of soft law frameworks, and
the promotion of responsible research and in-
novation (CCA, 2023). Overall, industry appears
to recognize that disparities in quantum capa-
bilities can create significant disadvantages,
which has prompted investigations into safe
quantum adoption practices (CCA, 2023; Mosca
and Piani, 2022).
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4.4 Quantum computing -a
reset for current risk assess-
ment practices?

Predictions about the societal impact of
quantum computing range from as revolu-
tionary as the discovery of fire (Francis, 2022),
to a “a self-denying prophecy” pre-emptively
mitigated by countermeasures, particularly in
cryptography (Lindsay, 2020). The variance in
these estimates reveals the difficulties quan-
tum computing presents for those assessing
its risks. Identifying the risks, their distribu-
tion, and their impact across individuals, or-
ganizations, and governments is essential for
developing effective cybersecurity strategies.
Quantum computing’s wide-ranging applica-
tions in finance, pharmacology, defence, and
beyond create risks that are diverse and un-
evenly distributed, challenging existing risk
assessment frameworks (Porter, 1990; Witt,
2022).

The presence of national and international
demand conditions, resource endowments,
and significant capital investments in quan-
tum computing further complicate accurate
predictions about threats. The cross-domain
nature of quantum computing applications
means that conventional methodologies like
ISO-31000 struggle to adequately address
its risks. This section critiques traditional
frameworks, explores their limitations, and
introduces models from medicine, biophar-
maceuticals, and climate science as potential
inspiration for methods to better evaluate
quantum-related risks.

4.4.1 Traditional risk manage-
ment frameworks (ISO-31000)

ISO-31000, introduced in 2009, underpins risk
management worldwide. Its structured pro-
cess assesses risks sequentially: identifying
exposures, evaluating severity and likelihood,
implementing controls, and monitoring resid-
ual risks (Dali & Lajtha, 2012; Lalonde & Boiral,
2012). The model'’s strengths in its scalability,
transparency, and applicability across disci-
plines as resulted in it being widely adopted
as a “gold standard”. In Canada, for example,
the Government of British Columbia (2022),
the Treasury Board Secretariat (2016), and
Public Safety Canada (2024) all explicitly refer-
ence 1SO-31000 for use in risk assessment and
risk management practices. Further, the Har-
monized Threat and Risk Assessment Meth-
odology for cybersecurity (Communications
Security Establishment, 2007) shares a similar
methodological orientation.

Problematically for Quantum Computing ap-
plications, this approach often compartmen-
talizes risks, treating them as discrete, do-
main-specific issues. For instance, the UK's
National Risk Register evaluates 89 threats in-
dividually (HM Government, 2023), neglecting
the interactions between risks, particularly
those spanning multiple domains. While this
enables structured evaluations, the model’s
emphasis on compartmentalization overlooks
the dynamic interplay of risks that may arise
in a post-quantum world. Identifying risks in
isolation simplifies management but misses
cascading and interconnected threats that re-
quire a holistic approach.



4.4.2 Domain Specificity and Heur-
istics in Risk Assessment

Risk assessment is inherently human-centric,
shaped by perception, cognition, and judg-
ment. This reliance introduces biases and
oversights, particularly when addressing risks
with transdisciplinary implications, such as
cyber threats (Papamichael et al, 2024). Cur-
rent practices often fail to anticipate cascading
risks stemming from globalization and inter-
connected systems, as demonstrated during
the COVID-19 pandemic (Sachs, 2022).

The risk-by-risk evaluation model promoted
by 1SO-31000 emphasizes domain-specific as-
sessments, often stumbling against the diverse
environmental (e.g, legal, governmental) con-
texts of modern risks. Assessing risk horizon-
tally is hampered by the human limitations
in perception, cognition and judgment due to
the complexities of such environments. Heu-
ristics further complicate accurate risk evalu-
ation. Assessments can by biased by external
factors such as the emotional state of the as-
sessor as well as other more directed biases
such as conformity, framing and availability bi-
ases. Recognition of such biases is critical to
enhancing existing frameworks. A shift towards
understanding risks as interconnected phe-
nomena is essential for addressing quantum
computing’s transnational and cross-domain
challenges. As a result, a systematic approach
that incorporates cross domain and anti-silo
approaches while reducing the negative im-
pact of heuristic decision-making would be
beneficial for such complex systems of risk.

4.4.3 Risk Assessments in Com-
plex Systems of Interactions

The study of interactions can be found in
medicine, biopharmaceutical manufacturing
and climate science that acknowledge the dy-
namic interrelationship between risks and the
unknown. There are frameworks from medi-
cine, biopharmaceuticals, and climate science
demonstrate methodologies that offer insights
for working with quantum computing risk.

Medicine: The Sequential Organ Failure As-
sessment (SOFA) score is widely used in in-
tensive care units to monitor organ system
interactions. By evaluating the functioning of
Six organ systems at admission and at regu-
lar intervals (Lambden et al, 2019), the SOFA
score incorporates the potential for medical
incidents in one system to cascade into others,
influencing patient outcomes. This approach
highlights the importance of viewing risks as
dynamically interlinked rather than as static,
isolated events.

Biopharmaceuticals: In biopharmaceutical
manufacturing, interaction matrices are em-
ployed to assess how changes in one opera-
tional parameter impacts others (Meitz et al,
2014). These matrices identify interdependen-
cies within production processes, enabling ad-
justments that minimize negative cascading ef-
fects. This framework is particularly relevant to
quantum computing, where advancements in
hardware or algorithms may trigger far-reach-
ing consequences across interconnected sys-
tems.

Climate Science: Climate risk models address
the complexities of overlapping hazards. Simp-
son et al. (2021) developed a framework to ex-
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determinants of risk (adapted from Simpson et al., 2021)

amine interactions between climate risk de-
terminants, such as bidirectional feedback
loops, unidirectional influences, and aggre-
gate impacts. For instance, their model ana-
lyzes how localized environmental changes
can escalate into broader systemic threats.
The figure below illustrates this framework,
emphasizing the importance of capturing re-
lationships between risk drivers to predict
and mitigate cascading effects effectively.

These frameworks underscore the necessity
of adopting integrated approaches for risk
evaluation. By leveraging insights from these
diverse fields, organizations can better navi-
gate the multifaceted risks posed by quantum
computing, improving both predictive accura-
cy and the robustness of response strategies.

4.4.4 Towards a Model of Inter-
action and Integration

Addressing cybersecurity risks in a post-quan-
tum world requires moving beyond ISO-
31000's domain-specific frameworks. While it
may be a difficult task to overcome the inertia
of the status quo, the rapid pace of techno-
logical innovation necessitates new risk man-
agement frameworks that account for trans-
national threats and the limitations of human
judgment.

We argue for a systems-based approach that
integrates traditional risk management prac-
tices with models emphasizing interdepen-
dencies. Such frameworks could enable orga-
nizations to better navigate the complexities
of quantum computing’'s cybersecurity im-
pact, fostering resilience in a dynamic, inter-
connected world. Acknowledging the interplay
between human biases, organizational inertia,



and rapidly evolving technological landscapes
is crucial to building robust frameworks for fu-
ture challenges.

5 Unknown-Unknowns

5.1 Critical raw materials,
components and equipment

The design and deployment of quantum
computers rely on the availability of particu-
lar physical materials from the natural world.
These resources are finite and unevenly dis-
tributed geographically, which could lead to
competition between nations and industries.
However, the availability of these materials
may change over time and demand for specific
minerals depends on an evolving set of tech-
nologies. As a result, the impact of the avail-
ability of these materials is unknown.

The Stanford Center for Responsible Quantum
Technology is examining the links between
critical raw materials—such as tantalum, tung-
sten, lithium, and cobalt—the availability of
components and equipment, and supply chain
vulnerabilities (Lee, 2023). China and Southeast
Asia are major exporters of these minerals, and
their supply chains are vulnerable to disrup-
tions from export restrictions, natural disas-
ters, and regional or international conflict.

As Lee (2023) notes, the utility of raw materials
depends on their role in components and the
specialized equipment combining these com-
ponents for various functions. Both materials
and equipment are susceptible to supply chain

disruptions and cross-border dependencies.
Accordingly, an understanding of the raw ma-
terials, components and equipment necessary
and the interplay between these elements for
guantum computing development and deploy-
ment is critical to Canada’s long-term defen-
sive and strategic interests.

The Government of Canada is uniquely posi-
tioned to coordinate, guide and disseminate
the evaluation of the complex interdependen-
cies in quantum computing-related supply
chains by leveraging the knowledge of indus-
trial and academic institutions and those of its
allies. For example, Canada’s Critical Minerals
Strategy (2023) could be further developed to
the evaluate materials required for quantum
computing technologies, and harmonized with
Canada’s National Quantum Strategy (2023).
Components and equipment, including in-
novations in material sciences on new com-
pounds with quantum application (Serrano
et al,, 2022), should also be incorporated into
broader supply chain risk assessment of geo-
graphical interdependencies.

Canada’s endowment of natural resources
within its geographical borders and related
industries offers the country a highly compet-
itive strategic position for the quantum era.
Protecting these advantages, and leveraging
them in corporation with allies, will be central
to Canada’s long-term national security inter-
ests in an increasingly uncertain and hostile
geopolitical environment.
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Figure 8 - Canada'’s Critical-Mineral-Rich Regions, highlighted with select minerals with quan-
tum applications (Government of Canada, 2022, Lee, 2023)

5.2 Blockchain and Crypto-
currencies

The impact of quantum computing enabled
attacks on blockchain-based technologies is
not well understood. Currently, blockchain
technology, often praised for its decentralized
nature, and enhanced security over tradition-
al digital ledgers, has been rapidly developed
for use in many applications. Current and fu-
ture applications of Blockchain technologies
include Non-Fungible Tokens (NFTs), Decen-
tralized Autonomous Organizations (DAOS),
Cross-Border Payments, Intellectual Property
and Digital Rights, Anti-Counterfeiting and
Provenance, Supply Chain Management, Inter-

net of Things (loT), Healthcare Data Manage-
ment, Smart Grids and Energy Management,
Voting Systems and Identity Management.
While most of the current implementations of
these technologies do not make use of quan-
tum-resistant cryptography, the wide range of
domains and rapid development make it dif-
ficult to determine associated risks.

Importantly, blockchain is also the founda-
tion for many cryptocurrencies. However,
blockchain technology remains vulnerable to
a quantum attack (Gao et al,, 2018). While sev-
eral quantum resistant schemes have been
proposed, there are, as of yet, no operational
quantum resistant cryptocurrencies. None-
theless there are promising foundational ef-



forts, such as the “Quantum Resistant Ledger”,
a blockchain protocol specifically designed to
be resistant to a quantum attack (QRL, 2024).

While there are many aspects to these differ-
ent technologies where they are being used for
critical infrastructure, such as the potential for
government-backed central bank digital cur-
rencies (CBDC's), it is important to understand
how little is known about both the extent and
impact of quantum computing on blockchain
and related technologies, particularly crypto-
currencies.

5.3 Quantum
and Al

Computing

The impact of the combination of Artificial
Intelligence (Al) technologies and quantum
computing is difficult to anticipate. There are
possible use cases for combining quantum
computing with Al. Most researchers look at
the combination of the two technologies, like
using Al to help with quantum computing cas-
es or quantum computing to help with Al cases
(Ying, 2009).

A key bottleneck for large-scale models (such
as LLMs with hundreds of billions of parame-
ters) is the enormous training time. Quantum
computation could speed up the training pro-
cesses used to develop Al technologies, poten-
tially cutting down days or weeks of training
to much shorter times. Quantum technolo-
gies, therefore, could have an impact on the
capabilities provided by Artificial Intelligence.
However, the extent of the benefits or feasibil-
ity due to the resources required are as yet un-
known.

Artificial Intelligence could be combined with
Quantum computing to enhance the targeting
of decryption efforts through automated vul-
nerability discovery. This combination could
also include the use of Al tools to aid with the
interpretation and analysis of decrypted large-
scale datasets.

Some possible quantum Al use cases are quan-
tum algorithms for learning and for decision
problems, quantum searches, and quantum
game theory (N. Jyothi Ahuja and S. Dutt, 2022).
These approaches could provide support for
nations using them for strategy simulation and
weapons systems optimization.

The impact of the combination of these tech-
nologies is unknown. Al technologies are rapid-
ly developing and their capabilities at the time
that reliable quantum computing technologies
are available are difficult to predict. Further-
more, each of these technologies are demand-
ing in terms of energy resources.

6 Recommendations

1. Continue to incentivize standardization
of post-quantum encryption infrastructure for
major targets:

o Provide support for the more vulnerable
businesses and groups (SMEs). This may be
achieved through financial incentives such
as tax breaks for using quantum resistant
technology such as certain service provid-
ers. Another possible solution is through
government programs similar to the Home
Accessibility Tax Credit.

2. Conduct and fund independent re-
search on the implications of quantum tech-
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nology:

0 Harvest now, decrypt later issue

o Impact on different stakeholders, SMEs,
marginalized groups

o This could be achieved via prioritizing
federal academic funding through agen-
cies such as NSERC and SSHRC

3. Consider a mix of hard legislation and
soft law instruments to mitigate threats from
quantum computing:

o Data protection requirements should
be enforced through concrete legislations
o Security standards can be embedded
through soft law instruments like guide-
lines or codes of conduct.

0 Guidelines for the use of quantum de-
cryption tools by law enforcement to en-
sure use does not violate constitutional
laws

o Potential export control for weaponized
applications of quantum technologies.

4, Effective information/education
campaigns for individuals of different back-
grounds (i.e., primary, secondary, college/uni-
versity, older adults, marginalized commun-
ities) (Carley, 2020)

5. Re-evaluate threat and risk assess-
ment frameworks to incorporate the assess-
ment of interaction between risks and inter-
dependencies across space and time.

6. The Government of Canada can take
a leadership and coordination role to assess
interdependencies in supply chain risks re-
lating to critical materials, components and
equipment for quantum computing develop-
ment.

7. Continue to seek collaboration with
international partners to ensure the respon-
sible development of quantum technologies
globally.

7 Conclusion

This report has examined formal academic re-
search in addition to numerous other resour-
ces to learn more about quantum computing
and what this means for cybersecurity. In
particular this research has investigated how
quantum computing will disrupt cybersecur-
ity, how cybersecurity threats should be miti-
gated and how Canada in particular should
prepare for a quantum future across multiple
disciplines.

By taking the approach of identifying problem
areas in terms of a known-knowns, known-un-
knowns, and unknown-unknowns framework,
the report provides a novel perspective on
quantum computing and cybersecurity.

We have presented how quantum comput-
ing will disrupt cybersecurity has been ad-
dressed by illustrating the imminent threat
to confidentiality by means of encryption,
a clear known-known scenario. In terms of
known-unknowns, while we can anticipate at-
tacks such as harvest now, decrypt later, the
precise timing and scope of their execution
remain uncertain, highlighting the need for
ongoing research and proactive policy meas-
ures. The final category, unknown-unknowns,
includes emerging concepts such as the inter-
section of quantum computing with Al and
blockchain, where the full extent of risks and
their ramifications for society and regulation
are yet to be fully understood.



These distinctions directly inform our recom-
mendations. Immediate action is required to
standardize post-quantum encryption and
strengthen data protection regulations, dir-
ectly addressing the known-known vulnerabil-
ities. Strategic investments in interdisciplin-
ary research and adaptive risk management
frameworks can clarify known-unknowns, en-
suring that stakeholders remain agile as quan-
tum capabilities evolve. Forward-looking poli-
cies, inclusive educational efforts, and ongoing
international cooperation aim to reduce the
likelihood of unknown-unknown threats catch-
ing us unprepared. By clearly aligning each rec-
ommendation with the challenges identified,
we offer a roadmap that does not just reiterate
the issues, but guides stakeholders in taking
timely and effective action.

On top of this, the report also speculates on
some less concrete but likely relevant areas
of cybersecurity to be impacted by quantum
computing such as quantum Al and quantum
blockchain. Lastly, this research has compiled
a list of proactive recommendations that, if
successfully implemented, should allow us to
win in the race against time with respect to the
emergence of the quantum threat and avoid
repeating the mistakes of the past.

It is hoped that decision-makers, technolo-
gists, and the public can use this understand-
ing to prioritize resources, refine policies, and
cultivate resilient digital ecosystems. The ul-
timate goal is to maintain trust, protect privacy,
and ensure that quantum computing’s trans-
formative potential can be harnessed securely,
equitably, and responsibly.
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